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Disclaimers

This document is a draft and is being provided to the public for information purposes only. Information in this document is
indicative, and is subject to change without notice. Unless otherwise noted, the companies, organizations, products,
domain names, e-mail addresses, logos, people, places, and events depicted in examples herein are fictitious. No
association with any real company, organization, product, domain name, e-mail address, logo, person, place, or event is
intended or should be inferred. Complying with all applicable copyright laws is the responsibility of the user. Without
limiting the rights under copyright, no part of this document may be reproduced, for any purpose, without the express
written of permission the IRS.

All screen shots that appear throughout the IDES User Guide (IRS Publication 5190) are used with the permission of the

IRS. The screen shots used in this publication—or any other screen shots from IDES or its affiliated programs—may not
be extracted, copied, or distributed without written approval from the IRS SPEC Office of Products, Systems, & Analysis.

An Additional Note about Screen Shots:

Screen shots contained in this draft are intended for illustrative purposes only and may not match the IDES Enrollment
and IDES Gateway sites exactly. The FATCA IDES team will continue to update screen shots in future versions of the
guide.
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. Introduction

1.1. About FATCA

The Foreign Account Tax Compliance Act (FATCA) was enacted as part of the Hiring Incentives to Restore Employment
(HIRE) Act in March 2010. FATCA was created to improve transparency and address tax non-compliance by U.S.
taxpayers. Generally, FATCA requires foreign financial institutions (FFIs) to report to the IRS certain information about
financial accounts held by specified U.S. persons or by foreign entities with one or more substantial U.S. owners, or face
30 percent withholding on certain U.S.-source payments (withholdable payments). An FFI commits to the reporting
requirement by registering and signing an FFIl agreement with the IRS. In addition, FATCA requires withholding agents to
withhold 30 percent on withholdable payments made to passive non-financial foreign entities (NFFES) that do not provide
information on their substantial U.S. owners to withholding agents. A NFFE may elect to report directly to the IRS certain
information about its substantial U.S. owners in lieu of providing such information to withholding agents (direct reporting
NFFE). FATCA also requires U.S. withholding agents to report to the IRS information about substantial US owners of a
payee that is a passive NFFE, and specified US persons holding certain equity or debt interests in a payee that the
withholding agent has agreed to treat as an owner-documented FFI. For more information on what to report under
FATCA, see the Instructions for Form 8966, FATCA Report.

Financial Institutions (FIs) and direct reporting NFFEs that register with the IRS under FATCA are issued a Global
Intermediary Identification Number (GIIN) and appear on the FFI List published by the IRS. The FFI List Search and
Download tool allows users to search entities by GIIN, financial institution name, or country. For more information on
FATCA, visit the EATCA Home Page.

To facilitate FATCA implementation for Fls operating in jurisdictions with laws that prevent the FIs from complying with
the terms of the FFI agreement, the Treasury Department developed two alternative model intergovernmental
agreements (IGAs) (Model 1 IGA and Model 2 IGA) that allow Fls operating in such jurisdictions to perform due diligence
and reporting on their account holders to achieve the objectives of FATCA.

1.2. Purpose of Guide

This guide is intended to serve as a tool for Fls, direct reporting NFFEs, Host Country Tax Authorities (HCTAS),
sponsoring entities, trustees of trustee-documented trusts, and U.S. withholding agents who enroll in the International
Data Exchange Service (IDES) to transmit FATCA data. The document assumes that the reader is familiar with the
FATCA regulations and is experienced with extensible markup language (XML) and schema technology. For the purpose
of this document, direct reporting NFFES, sponsoring entities, and trustees of trustee-documented trusts should follow
the instructions set forth for Fls. Additionally, the term “U.S. withholding agent” includes a territory Fl treated as a U.S.
person.
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Document Description

EATCA Online Reqistration Provides instructions for the online system to complete an
User Guide (Publication electronic Form 8957, FATCA Registration

5118)

FFI List Search and Provides instructions on how to use the FFI List Search
Download Tool User Guide and Download Tool to search for an approved GIIN

(Publication 5147)

FATCA XML Schemav1.1 Explains the information required to be included in each
User Guide (Publication data element of the schema

5124)

FATCA Sender Metadata Explains the schema and elements of a FATCA metadata
Schema v1.0 User Guide file

(Publication 5188)

Instructions for Form 8966, Provides instructions for the paper Form 8966, FATCA
FATCA Report Report

Table 1- FATCA Related Documents.

1.3. Comments

We appreciate your feedback on the quality and usefulness of this publication. Please send comments, with a reference
to chapter, section, and page number(s), to Ibi.fatca.ides@irs.gov.

1.4. Technical Support

IDES technical assistance is available Monday through Friday, 24 hours a day, except for U.S. federal holidays, through
the IDES Customer Service Help Desk. IDES customer support will send a system alert from the help desk portal for
planned outages and scheduled maintenance.

2. International Data Exchange Service (IDES)

2.1. About IDES

IDES is a secure managed file transfer service that is available to Fls and HCTAs to facilitate FATCA reporting. This
reporting is provided for under U.S. Treasury Regulations, the FFI agreement, Tax Information Exchange Agreements
(TIEAS), Intergovernmental Agreements (IGAs), and other guidance issued by the Treasury Department and the IRS.
The data collected through IDES will be incorporated into IRS compliance operations.

IDES is accessible to enrolled users over the Internet via Hypertext Transfer Protocol Secure (HTTPS) or Secure File
Transfer Protocol (SFTP). IDES provides for an end-to-end controlled file transfer with enhanced monitoring and security
features. The system only accepts encrypted electronic submissions, and will allow for the transmission of FATCA
reporting in the approved FATCA XML Schema v1.1 (FATCA XML). For more information on FATCA regulations, Form
8966 and instructions, FATCA XML, and other related topics, visit the FATCA Home Page.
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The main function of IDES is to provide authorized users with secure exchange services for FATCA data transmissions,
with the additional protection of a Public Key Infrastructure (PKI). The primary features of IDES are:

=  Enroliment
= Certificate Management
= Account Management
= Secure Data Transmission
= Status of Data Transmission (Alerts and Notifications)
] IDES PROCESS OVERVIEW
IDES Enrollment Site Access to IDES
Obtain Create Validate Receive Prepare & Send
Digital Account Approved Enrollment Upload Package
Certificate GIIN & Approval Files To IRS
Digital
Use Enroliment Certificate Receive Email Compress & Receive
ICRS l.\fgproved '(l;ool ang Validate Instructions Encrypt IS\\I/stem&
ertificate reate User . . H FATCA erts
Authority Profile AuthorESRis ?; fg;g HER Data Notifications

Figure 1: IDES Process Overview.

2.2. Before You Begin

This material is intended to supplement the contents of IDES online help and is not intended to replace technical
documentation to establish and test SFTP connections. Examples shown in this document are based upon a Windows
environment and may differ if using other operating systems.

2.3. Authorized Users

Authorized IDES users are Fls, direct reporting NFFES, sponsoring entities, trustees of trustee-documented trusts, U.S.
withholding agents, and HCTAs. Each authorized user has limited access to the system based on the data flow model
described in their agreement with the United States (for example, an IGA or an FFI agreement) or in Treasury regulations.
Note that for many IDES users, the IRS is the only valid recipient for files. The table below provides additional information
regarding user access based on agreement types.

Type of Agreement Access Description
Model 1B IGA (Non-Reciprocal) Fl No Access
FI transmits data directly to its HCTA —
then the HCTA transmits data to the HCTA On behalf of FI under the HCTA jurisdiction:
IRS .

Upload FATCA reporting for direct transfer to
IRS

= Download alerts generated by IDES

=  Download notifications and Competent
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Authority Requests (CARs) submitted by IRS

Model 1A IGA (Reciprocal) FI No Access
FI transmits data directly to its HCTA .
then the HCTA transmits data to the HCTA On behalf of FI under the HCTA jurisdiction:
IRS. This is a reciprocal model with = Upload FATCA reporting for direct transfer to
two-way transmission between the IRS
HCTA and the IRS
= Download alerts generated by IDES
=  Download notifications and CARs submitted
by IRS
Reciprocal data will be exchanged with HCTA
Model 1 Option 2 Fl Upload FATCA reporting to IDES for review by
FFI transmits data directly to its HCTA HCTA
via IDES. The HCTA approves or Download alerts generated by IDES
rejects the FATCA reporting data. If S . .
approved, IDES releases the data to Download notifications sul:,)mltted by IRS (subject
to the terms of the country’s IGA)
the IRS.
HCTA Upload approved or rejected FATCA reporting for
direct transfer to IRS
Download alerts generated by IDES
Download notifications and CARs submitted by
IRS
Model 2 IGA and FFl agreement FI Upload FATCA reporting for direct transfer to IRS
FFI transmits data regarding: Download alerts generated by IDES
) got?]seelrggg accountholders directly Download notifications submitted by IRS (subject
= Aggregate information on non- to the terms of the country’s IGA)
consenting accountholders and - -
non-consenting, non-participating HCTA Upload FATCA reporting regarding non-
FFls directly to IRS consenting accountholders and non-consenting,
= Specific information on non- non-participating FFls for direct transfer to IRS
consenting accountholders and (after treaty request)
non-consenting, non-participating
FFIs directly to HCTA. HCTA may Download alerts generated by IDES
deliver data to IRS after a treaty Download notifications and CARs submitted by
request IRS
Non-IGA (FFI agreement) FFI Upload FATCA reporting for direct transfer to IRS
FFI transmits data directly to the IRS Download alerts generated by IDES
Download notifications submitted by IRS
HCTA No Access
Direct Upload FATCA reporting for direct transfer to IRS
EEE%}IBQS_ Download alerts generated by IDES
Withholding | Download notifications submitted by IRS
Non-IGA (no FFl agreement) Agent
(USWA),
Sponsoring
Entity, or
Trustee of
Trustee-
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Documented
Trust

Table 2 - Table Valid User Types and Features.

2.4.  System Availability

IDES requires a username and password, which can be obtained through the IDES enrollment process. The system will
be available 24 hours a day, with the exception of U.S. holidays and regularly scheduled system maintenance periods.
All users will be notified of planned outages, as well as unplanned outages that are expected to last more than 8 hours.

IDES works with all major browsers and can be accessed using different FTP clients for Secure File Transfer Protocol

(SFTP).

ltems Technical Specifications

Browsers for HTTPS

Apple Safari 5.x, 6.x on OS X only

Google Chrome 33.x or later

Microsoft Internet Explorer 9, 10, 11 (IE 8 and Compatibility View are not currently supported)
Mozilla Firefox 29 or later

Cookies enabled

FTP clients for SFTP

Axway Secure Client 5.8, 6.0, 6.1
CURL 7.19to 7.22

FileZilla Client 3.5.x

PSCP 0.60

PSFTP 0.60

Tectia Client 6.1, 6.2

VanDyke SecureFX 6.6.1to 6.7
WinSCP 4.2.9t0 4.3.5

JavaRuntime Environment

JRE 1.6 or later

(JRE)
JavaScript = JavaScript enabled
File Size =  File uploads and downloads are limited to a size of 200 MB compressed.

File Naming Conventions

See Appendix B for file naming conventions.
Only file extension .zip are authorized for file uploads to IDES in the user Outbox folders
File names are case insensitive

Do not use illegal characters in the name of files, such as colon, backslash, question mark or
space

Table 3 - System Requirements.

Note: Axway Secure Transport Web Access Plus (508-compliant WebUI) requires JRE 1.6 or later.

2.5. Data Security
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IDES provides secure file data transfers by using symmetric and asymmetric encryption schemes to encode data. IDES
uses the Advanced Encryption Standard (AES), a specification for encryption of electronic data established by the United
States National Institute of Standards and Technology (NIST).

When a supported web browser connects to IDES via HTTPS, the Transport Layer Security (TLS) cryptographic protocol
provides communication security over the Internet and the session is encrypted for data confidentiality. When a
supported FTP client connects to IDES via SFTP, the Secure Shell (SSH) network protocol provides secure file transfer
functionality over a reliable data stream. The IDES Enroliment website requires account authentication through the use of
strong passwords. Files cannot be opened, read, or decrypted at any point during data transmission.

2.6. File Retention

IDES provides secured temporary file storage for data transmissions and prohibits long term data storage. Data packets
that contain errors, such as files with an unencrypted payload or virus, will be automatically deleted.

Generally, each file transmitted from the U.S. to a receiver remains available for download for a period of 7 days, based
on the date the file was created.

A user receives an IDES Alert or Notification that a transmission is available for download. The file will remain available
for download in the receiver’s account inbox for 7 days. An inbox folder may contain several different transmitted files at
the same time, each with a different payload. For the purpose of this document, the term payload will be used to
describe the body of the data packet (e.g. a FATCA XML document) that serves as the fundamental purpose of the data
transmission.

If the receiver does not download the file within 7 days, the files expires and will be automatically deleted. After a file is
deleted, it cannot be retrieved, downloaded or restored. If the receiver initiates the file download within 7 days, the file
should be downloaded within 24 hours from the time the download is initiated. After 24 hours, the file expires and will be
automatically deleted.

The file retention times vary slightly based on model types. Please refer to 11.6 for more details on file retention times for
files sent under Model 1 Option 2.
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File: <IDESTransmissionlD>.zip available for download
in Account Inbox (or pending) folder

Y

Start of the 7 day expiration clock
(based on file CreationTime)

Y Y
‘ ‘ End of the 7 day expiration clock ‘ ‘ File: <IDESTransmissionlD>.zip download initiated ‘
Y

Y
File not
downloadable

I End of the 7 day expiration clock
Start of the 24 hour expiration clock

| ‘ File deleted I I L

‘ ‘ End of the 24 hour expiration clock ‘ ‘

Y
File not
downloadable I
) J

File deleted

Figure 2- File Retention Flow.

2.7. Requirements

Certain requirements are needed to create a new account on the IDES Enrollment site. Requirements differ for HCTA and

Fl users.

Valid User Type

Requirements HCTA
Registered GIIN N/A X
See IRS FFI List for more information
HCTA FATCA Entity ID The IRS provided N/A
See A dix D: f inf i usernames to your
ee Appendix D: for more information Competent Authority.
Contact the IRS for more
information
Valid certificate issued by an IRS X X
approved certificate authority (CA)
See Obtaining a Certificate for more
information
Public and Private Key X X
Email address of additional users X X
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Table 4- IDES Enrollment Requirements.

Note: For U.S. withholding agents that do not have a requirement to obtain a GIIN but are required to report using the
FATCA XML, a separate web link will direct the user to a modified enroliment page. These users will receive a FATCA
Entity ID that will be treated like a GIIN for the purpose of IDES enroliment only. For information on how to obtain a GIIN,
refer to the FATCA Online Registration System User Guide.

2.8. HCTA Username and Password

All countries under Model 1 IGAs have a pre-assigned username and HCTA FATCA Entity ID. Each HCTA FATCA Entity
ID is in the format: 000000.00000.TA.<ISO>. ISO is the ISO 3166-1 numeric standard country code. Please refer to
Appendix D: for more information.

The first time a user logs on to IDES, the user is required to change its assigned username and create a password. A
letter containing information on the username and enrollment instructions will be sent to an appropriate contact from
each country based on their agreement with the United States. For additional information, contact FATCA IDES at
Ibi.fatca.ides@irs.gov.

3. Obtain a Digital Certificate

3.1. Purpose of a Digital Certificate

Certificates and their related private keys are used to sign and decrypt messages between the sending party and the
IRS. A digital certificate binds an identity to a public key. Certificate Authorities (CA) issue certificates after an identity
proofing process to verify the certificate owner. The individual identified in the certificate has possession and control over
the private key associated with the public key found in the certificate.

3.2. IRS Approved Certificate Authorities

The IRS only accepts certificates issued by approved CAs. A published list of certificate authorities and acceptable digital
certificate products is available on |RS.gov.

Certificate Authority Type of Certificate External Website Links

Digicert ® SSL Plus™ https://www.digicert.com/welcome/ssl-plus.htm

(Single Name)

Entrust® Standard SSL http://www.entrust.net/ssl-certificates/standard.htm
GIobaISign® Organization SSL https://www.globalsign.com/ssl/organization-ssl/
IdenTrust TrustID Server (SSL) | https://www.identrust.com/certificates/buy_trustid se

rver.htmlhttp://identrust.com/irs/fatca/index.html
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StartCom® StartsSL™ Ev https://www.startssl.com/?app=30

Symantec/Verisign Secure Site SSL http://www.symantec.com/ssl-certificates/secure-
site/?inid=vrsn_symc_ssl SS

Thavvte® SSL Web Server http://www.thawte.com/ssl/web-server-ssl|-
certificates/index.html

Table 5 - IRS-approved Certificate Authorities.

3.3.  Digital Certificate Format

Before you begin the IDES enrollment process, each entity should obtain one valid digital certificate issued by an
approved certificate authority (CA). IDES will ONLY accept digital certificates issued by an approved CA. Supported
formats for the digital certificates are:

= Distinguished Encoding Rules (DER) binary X.509
= Privacy Enhanced eMail (PEM) ASCII (Base-64) encoded X.509

IDES will convert digital certificates received in DER format to Base64 for storage and retrieval.
If a digital certificate is not in DER or PEM format, use Windows 7 to convert your digital certificate to DER or PEM as

follows:

= Open the digital certificate with a .CRT filename extension
= Select the Details tab

= Select the “Copy to File...” button

In the Certificate Export Wizard, select the format you want to use as either “DER encoded binary X.509 (.CER)” or
“Base-64 encoded X.509 (.CER)”.

3.4. Upload a Digital Certificate to IDES

After an FI or HCTA administrator obtains a digital certificate, the user will provide the certificate to IDES during the
enrollment process. Upon upload, the certificate is validated with the Certificate Authority (CA) that issued the certificate.
IDES stores the certificate and makes it available to other IDES users who will use it to verify digital signatures and
encrypt symmetric key files. It is the responsibility of IDES users to verify that the certificate is still valid at the time they
attempt to use it. Please refer to 5.6 for more information on how to upload a digital certificate to an IDES account.

3.5. Public Key Certificate

A public key certificate, also known as a digital certificate, is an electronic document used to prove ownership of a public
key. The IRS public key certificate can be downloaded during IDES enrollment. The Administrator will upload the digital
certificate for its FI or HCTA during enrollment. All public keys or certificates are made available for all IDES users.

3.6. Certificate Maintenance

IDES uses a Public Key Infrastructure (PKI) to manage and revoke digital certificates. The CA sets the lifetime of each
digital certificate, typically up to one year. IDES requires one digital certificate per FI or HCTA.

A Certificate Revocation List (CRL) is a list of digital certificates that have been revoked, meaning that they are not
trustworthy, and should not be used. CRLs are always issued by the trusted CA and are publicly available. IDES
DRAFT - FOR DISCUSSION PURPOSES ONLY 19


https://www.startssl.com/?app=30
http://www.symantec.com/ssl-certificates/secure-site/?inid=vrsn_symc_ssl_SS
http://www.symantec.com/ssl-certificates/secure-site/?inid=vrsn_symc_ssl_SS
http://www.thawte.com/ssl/web-server-ssl-certificates/index.html
http://www.thawte.com/ssl/web-server-ssl-certificates/index.html
http://www.irs.gov/Businesses/Corporations/Digital-certificates

7 7 7

validates all digital certificates against the most current CRL published from each trusted CA to identify any revoked
digital certificates. A revoked digital certificate will be deleted from IDES, along with the associated public key contained
in the digital certificate. IDES will immediately deactivate the user account associated with a revoked digital certificate.

The Online Certificate Status Protocol (OCSP) is an Internet protocol designed for real-time verification of digital
certificates against a database of revoked digital certificates. IDES tests all digital certificates using the OCSP to verify
whether the digital certificates are valid. For example, when a transmission uses an expired digital certificate, IDES tests
the certificate using the OCSP, confirms the certificate is revoked, and deletes the transmitted file. Users are not able to
transmit the file until a valid digital certificate is resubmitted.

4. IDES Enrollment

4.1. Overview

IDES Enrollment is required for FIs and HCTAs to access the IDES environment. Users must enter a valid GIIN and
certificate to enroll. Fls or HCTAs with invalid or expired certificates cannot enroll.

IDES Enrollment Options:

Add, Update and Delete a User
Update Certificate
Disable/Enable a User

Select Alert Preferences
Create Metadata File

4.2. IDES Enrolilment Home Page

The IDES Enrollment site can be accessed through:

= IDES Enrollment Web User Interface
= Secure File Transfer Protocol (SFTP)

The IDES Enrollment site contains links to various IDES resources and includes five main tabs in addition to the Home
tab:

Enroliment

Knowledge Base

Support

IRS Public Key

IDES Enrollment User Log In
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Coogle™ Custom Search D

INTERNATIONAL DATA EXCHANGE SERYICE

m Knowledge Base m IRS Public Key | IDES Enroliment User Log In

L=
International Data Exchange Service (IDES) IDES Gateway

The International Data Exchange Service (IDES) will serve as the single point of delivery for both Financial Institutions (FI) m
and Host Country Tax Authorities (HCTA) to electronically exchange FATCA data with the United States. IDES will also enable
the United States to make reciprocal exchanges as described in the Intergovernmental Agreements (IGA).

This website is to enroll a FFL or HCTA on to IDES system. You will need the following to enroll for an IDES username and password: IDES Enroliment

= Your Foreign Financial Institution GIIN or Host Country Tax Authority Username

+ Avalid email address from your FI or HCTA
* An Authorized Security Certificate

Related Items
Learn More on the Enroliment Process | 3
2 FATCA Information

¥ Interational Data Exchange
Information

¥ Regulation and Other
Guidance

About IDES Legal Disclosure Site Map

Figure 3 — IDES enrollment home page.
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4.3. Enrollment Tab

The Enrollment tab describes the IDES enrollment process and provides users with access to create an IDES account.
The Enrollment tab also links to the IDES Gateway, a web application that allows enrolled HCTAs and Fls to securely
upload and download FATCA data over the Internet using both HTTPS and SFTP protocols.

INTERN&TIDN&L DATA EXCHANGE SERVICE
Koovidge o sopor R Pubic ey 5 Evtment rerlogia]
L =]
International Data Exchange Service (IDES) IDES Gateway
Financial Institutions and Host Country Taxing Authorities can enroll users of IDES using this Enroliment tool.
KE v KN
What is it? What does it do? How do I enroll? »Enroliment FAQs
¥List of Approved Certificate

The IDES Enroliment tool is a secure, web The Enrollment for IDES will allow both Fls Use the Enrollment tool now! Authorities
based system that Financial Institutions and HCTAs access to the IDES PList of FIGIINs
(FIs) and the Host Country Taxing environment. This will be accomplished by
Authorities (HCTAs) will use to gain access confirming that the correct GIIN is entered
to the IDES environment. and that a valid certificate is provided.

Invalid or expired certificates will prevent
For the Fls, access will require registering Enrollment from occurring. All user IDs for
on the FATCA website and receiving a IDES will be the email address provided
GIIM. A certificate from an approved during Enrollment.
Certificate Authority (C4) is also required
to enroll for the first user registration. The first registrant will establish user IDs
Subsequent registrations will be handled for the rest of their FI or HCTA. The newly
by the first FI registrant. registered user will receive an email

indicating their ID is ready and their
For HCTAs, you will need your HCTA password will need to be changed. User
Username that was sent to you by the IRS security questions will be established
and a certificate from an approved during this first time logaging in. Also, user
Certificate Authority (CA) is also required preferences associated with IDES
for the first user registration. Subsequent notifications can be selected.
registrations will be handled by the first
HCTA registrant.

Figure 4 — IDES overview and enrollment tool page.
4.4, Knowledge Base Tab

The Knowledge Base tab directs users to important IDES documentation such as user guides and an interactive
knowledge base.

Users can access the following resources from the Knowledge Base tab:

» Interactive IDES Knowledge Base
» |IDES User Guides
» |DES Frequently Asked Questions (FAQS)
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International Data Exchange Service (IDES) - Knowledge Base

Financial Institutions can learn how to Enroll using this online documentation.

Interactive Knowledge Base

International Data Exch Service I ctive Knowledgebase Site

User Guides

IDES Enroliment Overview (POF)

IDES Enroliment User Guide (PDF)

International Data Exchange Service User Guide (PDF)

IDES Gateway User Guide (PDF)

Foreign Partner Preparation of Data Files for International Data Exchange Service (PDF)
FATCA User Guides

Enroliment Frequently Asked Questions:
IDES Frequently Asked Q

Additional FAQs are available for FATCA - FAQs General, FATCA FFI List and FATCA IDES Technical FAQs.
Additional Support
FATCA Compliance Help

« If you have further questions about foreign financial institutions’ compliance with the U.S. FATCA legislation, please submit your question.

FATCA Reg System Technical Support:

« 1f you need system support for the online FATCA Registration, including help with login problems, error messages, and other technical issues, please submit your technical system
problem.

The system technical support team cannot respond to tax law questi garding the FATCA reg

Figure 5 - IDES Knowledge Base page.
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4.5.  Support Tab

The IDES help desk is available to assist users with log in problems, error messages, and other technical issues. The
Support tab provides contact information for the help desk and hours of operation. The help desk can be contacted by
phone or via an online form which allows users to submit technical system problems. The click to call feature allows users
to dial the help desk directly from the internet browser. Please note that the help desk is available in English only.

Users can access the following resources from the Support tab:

= Email Support

= Phone Support

= Help Desk Hours of Operation

= Submit Technical System Problems

[ I D ES Google™ Custom Search E

INTERNATIONAL DATA EXCHANGE SERVICE

ome ot K e Seppr Pl ey 105 Gvotmre e ag ]
L=

Contact Us IDES Help Desk Support

IDES Compliance Help

First name:

* If you have further questions about International Data Exchange Service
compliance please submit your question.

Last name:
IDES Registration System Technical Support:

* If you need system support for the online IDES Enrollment, including help with
loginproblems, error massages, and other technical issues, please submit
your technical system problem.

Your email address:

X X X Country:

The system technical support team cannot respond to tax law questions regarding the

FATCA regulations.
IDES Help Desk - Click to Call User Type: (required)

IDES Help Desk Hours are from 8am to Spm Monday-Friday in your Time Zone. The Help Select One... v

Desk is English only and can be contacted at 1-800-613-IDES (4773) or 605-271-0311
Topic (required)

Select One... v

Support Request:

Figure 6 — IDES Support page.
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4.6. Help Desk Click to Call

INTERNATIONAL DATA EXCHANGE SERVICE
Help Desk Support

English Only

Enter Your Phone Number:

= () ___-

| United States of America

| Argentina (+54)

B8 Australia (+61)

= Austria (+43) byphone
3 Bahrain (+573) —
[ 8angladesh (+880) v

i B seloium (+322)

Figure 7 — Help Desk Click to Call

From the IDES Support page, select IDES Help Desk — Click to Call button.

In the Enter Your Phone Number: drop down box, select a country and enter phone number.
Select Click to Call.

The help desk will contact you.

el
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4.7. IRS Public Key Tab

The IRS Public Key is a certificate that can be downloaded from the IDES Enrollment site. This certificate should be
included in the FATCA transmission archive transmitted to the IRS.

i IDES —

INTERNATIONAL DATA EXCHANGE SERVICE
mm Knowledge Base | Support | IRS Public Key | |DES Enroliment User Log In

International Data Exchange Service

L =)
International Data Exchange Service (IDES)

The International Data Exchange Service (IDES) will serve as the single point of delivery for both Fi ial Institutions (FI)
and Host Country Tax Authorities (HCTA) to electronically exchange FATCA data with the United States. IDES will also
enable the United States to make reciprocal exchanges as described in the Intergovernmental Agreements (IGA).

Figure 8 — Access the IRS public key.

1. From the IDES Support home page, click the IRS Public Key tab.

7 = ———————————
Certificate | 28 |

|
General | Details | Certification Path

|-_a | Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer
* Proves your identity to a remote computer
» 2,16.840.1.114028.10. 1.5
»2,23.140.1.2.2

*Refer to the certification authority's statement for details.

Issued to:  encryption-service,services.irs.gov

Issued by: Entrust Certification Authority - L1K

Valid from 10/ 16/ 2014 to 12/ 15/ 2018

[nstall Certficate... | [ Issuer it |

Learn more about certificates

[ o |

Figure 9 — IRS public key certificate information.

2. Download and save the IRS Public Key Certificate to your computer.
3. The certificate should be included in the transmission archive .zip file transmitted to the IRS via the IDES Gateway.
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4.8. IDES Enroliment User Log In Tab

The IDES Enrollment User Log In tab allows returning users to access the IDES Enrollment site. HCTA Administrators, Fl
Administrators, and end users are able to log in after they have created an IDES account.

I IDES —

INTERNATIONAL DATA EXCHANGE SERVICE

m Knowledge Base m IRS Public Ke)' | IDES Enroliment User Log In

L =
International Data Exchange Service (IDES) - Log in IDES Gateway

login.. ¥
Log in to your FI here.

Once logged in, you can do the following for your FI:

s Download the I Metadata File IDES Enroliment

* Update Your Personal User Notification Preferences
* Update Your Password
‘Username ’ l Forgot Username? Related Items

Password ’ ] Forgot Password? PFATCA Information
¥International Data Exchange
Information
s
Remember me? o >Regulation and Other
Guidance

Figure 10 — IDES enrollment user log in page.
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5. HCTA Administrators

5.1. Overview

HCTAs will play the following roles under the IGAs:

= Model 1 IGA HCTA: The partner jurisdiction agrees to report to the IRS specified information about the U.S.
accounts maintained by all relevant Fls located in the jurisdiction.

= Model 2 IGA HCTA: The partner jurisdiction agrees to direct and enable all relevant FIs located in the jurisdiction
to report specified information about their U.S. accounts directly to the IRS.

HCTAs will need their IRS assigned username in order to create an IDES account. The first user that registers for an IDES
account, on behalf of their HCTA, is considered the Administrator. HCTA Administrators are able to add end users, disable
and enable end users, update the certificate, update alert notifications, create a metadata file, reset passwords, and
download the IRS Public Key.

Authorized end users (users under the HCTA Administrator) have limited capabilities and may update their alert
notifications, create a metadata file, and reset their password.

To create an account, the HCTA Administrator will create challenge questions and a password. The HCTA Administrator
will then upload their digital certificate received from an IRS-approved certificate authority.

Note: To replace an existing administrator, please contact IDES help desk support.
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5.2. Begin Enroliment

The IDES Enrollment site can be accessed at https://www.ides-support.com.

1177 I D ES Coogle™ Custom Search

IHTERNMIDN!{L DATA EACHANGE SERYICE

| Enroliment | Knowledge Base | Support | IRS Public Key | IDES Enroliment User Log In

va
Interr@itional Data Exchange Service (IDES)

The International Data Exchange Service (IDES) will serve as the single point of delivery for both Financial Institutions (FI)
and Host Country Tax Authorities (HCTA) to electronically exchange FATCA data with the United States. IDES will also enable
the United States to make reciprocal exchanges as described in the Intergovernmental Agreements (IGA).

This website is to enroll a FFL or HCTA on to IDES system. You will need the following to enroll for an IDES username and password:

* Your Fereign Financial Institution GIIN or Host Country Tax Authority Username
+ Avalid email address from your FI or HCTA
* An Authorized Security Certificate

Learn More on the Enroliment Process | &

About IDES

Figure 11 — Access IDES enrollment.

1. Click on the Enrollment tab.
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IDES Gateway

IDES Enrollment

Related Items

FATCA Information

¥ International Data Exchange
Information

¥ Regulation and Other
Guidance

Legal Disclosure Site Map
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IDES

IHTERN#TIDN&L DATA EXCHANGE SERVICE

Knnwledge Base m IRS Public Key | IDES Enroliment User Log In

What is it?

The IDES Enrolliment tool is a secure, web
based system that Financial Institutions
(FIs) and the Host Country Taxing
Authorities (HCTAs) will use to gain access
to the IDES environment.

For the Fls, access will require registering
on the FATCA website and receiving a
GIIM. A certificate from an approved
Certificate Authority (CA) is also required
to enroll for the first user registration.
Subsequent registrations will be handled
by the first FI registrant.

For HCTAs, you will need your HCTA
Username that was sent to you by the IRS
and a certificate from an approved
Certificate Authority (CA) is also required
for the first user registration. Subsequent
registrations will be handled by the first
HCTA registrant.

International Data Exchange Service (IDES)

2 4

What does it do?

The Enrollment for IDES will allow both Fis
and HCTAs access to the IDES
environment. This will be accomplished by
confirming that the correct GIIN is entered
and that a valid certificate is provided.
Invalid or expired certificates will prevent
Enrollment from occurring. All user [Ds for
1DES will be the email address provided
during Enrollment.

The first registrant will establish user IDs
for the rest of their FI or HCTA. The newly
registered user will receive an email
indicating their ID is ready and their
password will need to be changed. User
security questions will be established
during this first time logging in. Also, user
preferences associated with IDES
notifications can be selected.

Loogle™ Custom Search

Financial Institutions and Host Country Taxing Authorities can enroll users of IDES using this Enrollment tool.

How do I enroll?

Use the Enrollment tool now!

va

IDES Gateway

Related Items

¥ Enroliment FAQs

? List of Approved Certifi
Authorities

2 List of FIGIINS

cate

Figure 12 — Begin the enrollment process.

2. Click on Begin Enrollment to start the enrollment process as an HCTA Administrator.
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INTERNATPONAL DATA EXCHANGE SERYICE

o Erolman Xnowied e uppr | R Pubc ey 185 Evlmat s Lo

IDES Gateway
International Data Exchange Service (IDES) - Find GIIN m
Enter the search criteria based on your institution type (FI or HCTA):
Reminder: The first username that is registered on the IDES system will be the Administrator.
Institution T: o~ HCTA [ What's this? Enroliment FAGS

" iype L « List of Approved Certificats
HCTA User Name T
List of Fl GlNs

The Intemal Revenue Service has notified you of your Usemame.

Please visit Foreign Account Tax Compliance Act (FATCA) site for more information.

MNext

About IDES Legal Disclosure Site Map

Figure 13— Log in as an HCTA Administrator.

3. Select HCTA.

4. In HCTA Username, enter your username assigned by the IRS. If you have not received an HCTA username,
contact your local Competent Authority or IDES help desk support.

5. Click Next to continue.

i IDES .

IHTERNhTIDNﬁL DATA EXCHANGE SERVICE

Evotmens Knawisso e Supor S bt ey 105 Evotmentrerlogin]

IDES Gateway

International Data Exchange Service (IDES) - GIIN Found

Your GIIN has been found. You may continue the Enrollment process.
Related Items

; ; 2 Enroliment FAQs
AAAAAA 99999 AA 758 The Bank ' LAND ¥ List of Approved Certificate

Authorities
¥ List of FI GlINs

Not your Financial Institution?

(e

About IDES Legal Disclosure Site Map
Figure 14 — IDES GIIN found page.

6. Confirm information and verify GIIN, Financial Institution/HCTA and Country are correct. Note that the
Financial Institution name and GIIN must exactly match the name and GIIN as shown on the IRS FFI List.
7. Click Next to continue and set up Challenge Questions.
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5.3.  Create Challenge Questions

i IDES .

\H'IERNHIDNAL DATA EXCHANGE SERVICE

vt e e Sppr 5 Pt ey 155 avotmertvriogn

IDES Gateway

International Data Exchange Service (IDES) - Challenge Questions m

Please provide the challenge questions and answers for the User.

| Related Items

1 2 Enroliment FAQs
Question: ’ - " l _ > List of Approved Certificate
In what city did you live at age 167 -
FList of FIGIINS

Challenge Question #1

Answer: [ l

Challenge Question #2

Question: ’ What year was your mother born?

Answer: [ l

T

About IDES Legal Disclosure Site Map

Figure 15 — Create IDES challenge questions.

1. Challenge Question #1
a. Question: Select the drop-down arrow to view a list of questions. Select a challenge question.
b. Answer: Type a response to the challenge question.

2. Challenge Question #2
a. Question: Select the drop-down arrow to view a list of questions. Select a challenge question.
b. Answer: Type a response to the challenge question.

3. Click Next to continue and set up a Username

IMPORTANT: Remember to document your answers to your challenge questions. Users will need these answers to reset a
password or to contact the IDES Help Desk. Note that challenge question responses must exactly match the responses as
originally submitted.

DRAFT - FOR DISCUSSION PURPOSES ONLY 32



Z

54. Create User Profile

INTERWATIONAL DATA EXCHANGE SERVICE

e ot Komtodge o Suppr 8 P ey 105 Evtiment e agin |

5 IDES —

IDES Gateway

International Data Exchange Service (IDES) - User Info

Please provide the user profile information for the User.
Related Items

¥ Enroliment FAQs

¥ List of Approved Certificate
Authorities

] ¥List of FIGlINs

User Name [ ]

First Name [

Last Name [ ]

Email [ ]

Verify Email [ ]

Password [ ]

Verify Password [ ]

Check All/None

Receive System Availability Alerts Receive Transmission Alerts

Receive Transmission Failed Alerts Receive File Uploaded Alert

Receive File Available for Download Alert | Receive File Posted for Review Alert |

ReceiveFile Rejected Alert — Receive File Approved Alert —

Figure 16 — Submit user profile information.

Username — Enter your new username. We recommend first initial and last name. If the username is already taken,
you will receive an error message.
First Name — Enter your first name.
Last Name — Enter your last name.
Email — Enter your email address.
a. Itis mandatory to use a unique email address for enrollment as the system will not allow for duplicate
email addresses. The email address may be a personal email address or a shared mailbox address.
Verify Email — Enter your email address again (must match the previous entry). If it does not match, you will receive
an error message.
Password — Create a valid password.
a. The password must be 8-20 characters and include at least one uppercase and lowercase letter, one number,
and one of the designated special characters (~! @# % "*() ?, .).
b. If you enter a password that does not meet the guidelines, you will receive an error message.
Verify Password — Re-type your password (must match the previous entry). If it does not match, you will receive an
error message.
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Select Alert Preferences

5 IDES —

INTERNATIONAL DATA EXCHANGE SERVICE

e oetert Snoetp e Suppr 1 a1 vt e ogin

IDES Gateway

. . Login.. »
International Data Exchange Service (IDES) - User Info
Please provide the user profile information for the User.
Related Items
User Name
[ ] ¥ Enroliment FAQs.
¥ List of Approved Certificate
. Authorities

First Name [ ] List of FI GIINS

Last Name [ ]

Email [ ]

Verify Email [ ]

Password [ ]

Verify Password [ ]

Check All/None &

Receive System Availability Alerts Receive Transmission Alerts

Receive Transmission Failed Alerts — Receive File Uploaded Alert —

Receive File Available for Download Alert Receive File Posted for Review Alert

ReceiveFile Rejected Alert — Receive File Approved Alert —

Figure 17 — Select IDES alert preferences.

1. Select Alert Preferences — Click on the box next to the alerts you wish to receive by email. You can click the
Check All/None box to choose all alerts or to remove all alerts. There are eight Alert Preferences.

Alert Preference Description
a. System Availability Alert IDES Enrollment and/or IDES Gateway are
unavailable.
b. Transmission Failed Alert Transmission uploaded via the IDES Gateway

failed for one of several reasons (e.g., virus,
encryption validation, naming convention,
package content). The email will have an alert
code that you will need to look up on the IDES
Gateway to determine the reason the
transmission failed.

c. File Available for Download Alert The user has a file to download on the IDES
Gateway. This is not functional at this time.
d. File Rejected Alert (for Model 1 Transmission upload was rejected by the
Option 2 countries) HCTA. The email will have an alert code that

you will need to look up on the IDES Gateway
to determine the reason the transmission was
rejected.
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Transmission Alert Receive all IDES Alerts (See Alerts
b,c,d,f,g,h).
f. File Uploaded Alert Received transmission is uploaded to the IRS
for review.
g. File Posted for Review Alert (for Sent to the HCTA when an Fl uploads a report.
Model 1 Option 2 countries)
h. File Approved Alert (for Model 1 Sent after HCTA has approved the Fl file.
Option 2 countries)

Table 6 — HCTA IDES Alert Preferences
Note that Alert Preferences may be modified at a later date.

2. Click Next to continue to upload digital certificate.

5.6.  Upload Digital Certificate

Each entity should obtain a digital certificate issued by an approved CA. The digital certificates should be in a DER or
PEM format. For more information, refer to 18.

i IDES .

INTERNM’IDN&L DATA EXCHANGE SERVICE

vt Sroweie e sppr RS Pt ey 185 tmen e ogin |

IDES Gateway

International Data Exchange Service (IDES) - Certificate Info

Please provide the certificate required to enroll your FL
Related Items
Security Certificate Choose File | Mo jle chosen
¥ Enroliment FAQs
D Validate List of Approved Certificate

Authorities
PList of FIGIINs

About IDES Legal Disclosure Site Map

Figure 18 — Upload a digital certificate.

1. Click Choose File to search for the certificate located on your computer.

DRAFT - FOR DISCUSSION PURPOSES ONLY 35



Z.

7

@@ v, |- Desktop » - |<‘,. | | Search Desktop P |
Organize v New folder 3=~ i @
A i - IDES Test Safari FI -
R giavoriss ﬁ‘ i! Microsoft Word Document
M Desktop == 149KB
% Downloads W1 3 IDES User Guide TOC 1 8111014
‘5l Recent Places | MM
—— | Microsoft Word Document II
4 [ Libraries Questions
_ @ Documents L@ i! Microsoft Word Document
— 1128 KB
> J‘ Music . N
) | smime-cel
‘(& Pictures | PKCS #7 Certificates
B8 videos =¥ 3.00KB L
; ssl-cert 1
@ Homegroup | PKCS #7 Certificates
=¥ 426 kB
4 1M Computer - b, sslcert2 il
File name: | Al Files -
’ Open |v] ’ Cancel ]
J

Figure 19 — Select a digital certificate.

2. Select the Active/Valid certificate file from your computer.
3. Click Open.
4. Click Validate.
a. If you receive an error message, refer to Appendix C: Certificate Upload Error Messages or contact IDES
customer support for assistance.

IHTERNhTIDNAL DATA EACHANGE SERYICE
ome|Evlmene Knonidge e Spport IS Pusic ey DES nvolment s Login ||
L]
International Data Exchange Service (IDES) - Enrollment Complete IDES Gateway
You have successfully enrolled your financial institution.
Loginto add additional users and access other functionality
Related Items
IDES Enroliment User Login ¥
2Enroliment FAQs
JList of Approved
Certificate Authorities
2 List of FI GlINs
About IDES Legal Disclosure Site Map

Figure 20 — Enrollment confirmed.

5. After you have validated your certificate, the enroliment process is complete. You will receive an email from the IDES
help support desk that verifies your access to the IDES Gateway.
6. Click IDES Enrollment User Log In to log in as the HCTA Administrator.

DRAFT - FOR DISCUSSION PURPOSES ONLY 36



7 7

6. FI Administrators

6.1. Overview

Only registered Fls that have a valid GIIN may create an IDES account. The first user that registers for an IDES account,
on behalf of their FI, is considered the administrator. The FI administrator is able to add, disable and enable end users,
update the certificate, update alert preferences, create a metadata file, reset passwords, and download the IRS Public
Key.

Financial Institutions include, but are not limited to:

Depository institutions (for example, banks).

Custodial institutions (for example, mutual funds).

Investment entities (for example, hedge funds or private equity funds).

Certain types of insurance companies that have cash value products or annuities.

End users (users under the FI Administrator) will be able to update their alert preferences, create a metadata file, and
reset their password. To create an account, the FI Administrator will create challenge questions and a password. The Fl
Administrator will also upload the digital certificate received from an IRS approved Certificate Authority.
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6.2. Begin Enroliment

The IDES enrollment site can be accessed at https://www.ides-support.com.

[ I D ES Coogle™ Custom Search

IHTERN&TIUN&L DATA EACHANGE SERYICE

| Enroliment | Knowledge Base | Support | IRS Public Key | IDES Enroliment User Log In

va
Interjgtional Data Exchange Service (IDES)

The International Data Exchange Service (IDES) will serve as the single point of delivery for both Financial Institutions (FI)
and Host Country Tax Authorities (HCTA) to electronically exchange FATCA data with the United States. IDES will also enable
the United States to make reciprocal exchanges as described in the Intergovernmental Agreements (IGA).

This website is to enroll a FFL or HCTA on to IDES system. You will need the following to enroll for an IDES username and password: -

= Your Foreign Financial Institution GIIN or Host Country Tax Authority Username
+ Avalid email address from your FI or HCTA
= An Authorized Security Certificate

Learn More on the Enroliment Process | &

About IDES

Figure 21 — Access IDES enrollment.

1. Click Learn More under IDES Enrollment or select the Enrollment tab.
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Related Items

FATCA Information

¥ International Data Exchange
Information

¥ Regulation and Other
Guidance
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IDES

IHTERN#TIDN&L DATA EXCHANGE SERVICE

| Enroliment | Knowledge Base | Support | IRS Public Key | IDES Enrollment User Log In

International Data Exchange Service (IDES)

Laoogle™ Custom Search

Financial Institutions and Host Country Taxing Authorities can enroll users of IDES using this Enrollment tool.

What is it?

The IDES Enrolliment tool is a secure, web
based system that Financial Institutions
(FIs) and the Host Country Taxing
Authorities (HCTAs) will use to gain access
to the IDES environment.

For the Fls, access will require registering
on the FATCA website and receiving a
GIIM. A certificate from an approved
Certificate Authority (CA) is also required
to enroll for the first user registration.
Subsequent registrations will be handlad
by the first FI registrant.

For HCTAs, you will need your HCTA
Username that was sent to you by the IRS
and a certificate from an approved
Certificate Authority (CA) is also required
for the first user registration. Subsequent
registrations will be handled by the first
HCTA registrant.

2 4

What does it do?

The Enrollment for IDES will allow both Fls
and HCTAs access to the IDES
environment. This will be accomplished by
confirming that the correct GIIN is entered
and that a valid certificate is provided.
Invalid or expired certificates will prevent
Enrollment from occurring. All user IDs for
IDES will be the email address provided
during Enrollment.

The first registrant will establish user IDs
for the rest of their FI or HCTA. The newly
registered user will receive an email
indicating their ID is ready and their
password will need to be changed. User
security questions will be established
during this first time logging in. Also, user
preferences associzted with IDES
notifications can be selected.

How do I enroll?

Use the Enrollment tool now!

va

IDES Gateway

Related Items

2 Enroliment FAQs

PList of Approved Certifi
Authorities

List of FIGIINs

cate

Figure 22 — Begin the enrollment process.

2. Click Begin Enrollment to start the enrollment process as an FI Administrator.
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i IDES .

IHTERN&TIDN&L DATA EXCHANGE SERVICE

| Enroliment | Knowiedge Base | Support | IRS Public Key | IDES Enrollment User Log In

IDES Gateway

International Data Exchange Service (IDES) - Find GIIN

Enter the search criteria based on your institution type (FI or HCTA):

Reminder: The first username that is registered on the IDES system will be the Administrator.
Related Items

Whatis thist 2 Enroliment FAQs

¥ List of Approved Certificate
GIIN Authorities
P List of FIGIINs

Institution Type FI HCTA

Don't know your GIIN?

Figure 23— Log in as an Fl Administrator.
3. Select Institution Type, click FI.

4. GIIN — Enter the FI's GIIN in the 19-character format XXXXXX. XXXXX. XX.XXX.
5. Click Next.

i IDES .

IHTERNMIUN&L DATA EXCHANGE SERVICE

ot Kot e Suppor 1S Pl ey 105 Emvotmrterlogin]

IDES Gateway

International Data Exchange Service (IDES) - GIIN Found

Your GIIN has been found. You may continue the Enroliment process.
Related Items

¥Enroliment FAQs

AAAAAA 99999 AATSS The Bank © " LAND ¥ List of Approved Certificate
Not your Financial Institution? Authorities
¥ List of FIGlINS

o

About IDES Legal Disclosure Site Map

Figure 24 — IDES GIIN verification page

6. Confirm information and verify the GIIN, Financial Institution and Country are correct.
7. Click Next to continue and set up Challenge Questions.
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6.3.  Create Challenge Questions

i IDES o .

\H'IERNHIDNAL DATA EXCHANGE SERVICE

vt e e Sppr 5 Pt ey 155 avotmertvriogn

IDES Gateway

International Data Exchange Service (IDES) - Challenge Questions m

Please provide the challenge questions and answers for the User.
Related Items

2 Enroliment FAQs
ion: ¥ List of Approved Certificate
Question: ’ In what city did you live at age 16? 'l _ 7
Authorities
FList of FIGIINs.

Challenge Question #1

Answer: [ l

Challenge Question #2

Question: I What year was your mother born? 'l l

Answer: [ l

=T

About IDES Legal Disclosure Site Map

Figure 25 — Create IDES challenge questions.

1. Challenge Question #1
a. Question: Select the drop-down arrow to view a list of questions. Select a challenge question.
b. Answer: Type a response to the challenge question.

2. Challenge Question #2
a. Question: Select the drop-down arrow to view a list of questions. Select a challenge question.
b. Answer: Type a response to the challenge question.

3. Click Next to continue and set up a Username.

IMPORTANT: Remember to document answers to the challenge questions. Users will need these to reset a password or
to contact the IDES Help Desk. Note that challenge question responses must exactly match the responses as originally
submitted.
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6.4. Create User Profile

i IDES —

\NTERNHIDNAL DATA EXCHANGE SERVICE

Aot sppor B ubi Ky DS Evotmrt e o

IDES Gateway

International Data Exchange Service (IDES) - User Info m

Please provide the user profile information for the User.

Related Items
u
sername [ ] ¥ Enroliment FAQs
¥ List of Approved Certificate
. Authorities
First Name [ ] % List of FI GIiNs
Last Name [ ]
Email [ ]
Verify Email [ ]
Password [ ]
Verify Password [ ]
Check All/None B
Receive System Availability Alerts Receive Transmission Alerts
Receive Transmission Failed Alerts — Receive File Uploaded Alert —
Receive File Available for Download Alert Receive File Posted for Review Alert

ReceiveFile Rejected Alert Receive File Approved Alert

Figure 26 — Submit user profile information.

1. Username — Enter your new username. We recommend first initial and last name. If the username is already taken
you will receive an error message.
2. First Name — Enter your first name.
3. Last Name — Enter your last name.
4. Email — Enter your email address.
a. Itis mandatory to use a unique email address for enroliment as the system will not allow for duplicate
email addresses. The email address may be a personal email address or a shared mailbox address.
5. Verify Email — Enter your email address again (must match the previous entry). If it does not match, you will receive
an error message.
6. Password — Create a valid password.
a. The password must be 8-20 characters and include at least one uppercase and lowercase letter, one number,
and one of the designated special characters (~! @# % "*() ?, .).
b. If you enter a password that does not meet the guidelines, you will receive an error message.
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7. Verify Password — Re-type your password (must match the previous entry). If it does not match, you will receive an
error message.

6.5. Select Alert Preferences

i IDES —

\HTERNHIDN#«L DATA EXCHANGE SERVICE

Aot sppo S Ky D Evotmentertagin|

IDES Gateway

International Data Exchange Service (IDES) - User Info m

Please provide the user profile information for the User.
Related Items

¥ Enroliment FAQs

¥ List of Approved Certificate
. Authorities

First Name [ ] 3 List of FI GliNs

Username [ ]

Last Name [ ]

Email [ l

Verify Email [ ]

Password [ ]

Verify Password l ]

Check All/None B
Receive System Availability Alerts Receive Transmission Alerts

Receive Transmission Failed Alerts

B Receive File Uploaded Alert —

Receive File Available for Download Alert = Receive File Posted for Review Alert =

ReceiveFile Rejected Alert Receive File Approved Alert —

Figure 27 — Select IDES alert preferences.

1. Select Alert Preferences — Click on the box next to the alerts you wish to receive by email. You can click the
Check All/None box to choose all alerts or to remove all alerts. There are eight Alert Preferences
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a. System Availability Alert IDES Enrollment and/or IDES Gateway are
unavailable.

b. Transmission Failed Alert Transmission uploaded via the IDES Gateway
failed for one of several reasons (e.g., virus,
encryption validation, naming convention,
package content). The email will have an alert
code that you will need to look up on the IDES
Gateway to determine the reason the
transmission failed.

c. File Available for Download Alert The user has a file to download on the IDES
Gateway. This is not functional at this time.
d. File Rejected Alert (for Model 1 Transmission upload was rejected by the
Option 2 countries) HCTA. The email will have an alert code that

you will need to look up on the IDES Gateway
to determine the reason the transmission was

rejected.

e. Transmission Alert Receive all IDES Alerts (See Alerts
b,c,d,f,g,h).

f. File Uploaded Alert Received transmission is uploaded to the IRS
for review.

g. File Posted for Review Alert (for Sent to the HCTA when an Fl uploads a report.

Model 1 Option 2 countries)
h. File Approved Alert (for Model 1 Sent after HCTA has approved the FlI file.

Option 2 countries)

Table 7 — FI IDES Alert Preferences

2. Click Next to continue to upload digital certificate.

6.6.  Upload Digital Certificate

i IDES —

INTERNM’IDN.-'«L DATA EXCHANGE SERVICE

Evotmens owissos e sopor 15 Pt ey 1oEs ment g |

IDES Gateway

International Data Exchange Service (IDES) - Certificate Info

Please provide the certificate required to enroll your FL
Related Items

Security Certificate Choose File | ifio file chosen
3 Enrollment FAQs

Validate List of Approved Certificate
Authorities

¥List of FIGIINs

About IDES Legal Disclosure Site Map

Figure 28 — Upload a digital certificate.
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1. Click Choose File to search for the security certificate located on computer.

@U v |- Desktop » - |d'v, | | Search Desktop pel |
Organize * MNew folder = - O @
- 1 -
A . = w7l IDES Test Safari FI
4750 Favorites IE‘I _:I Microsoft Word Document
Bl Desktop — | 149KB
& Downloads E il IDES User Guide TOCv1 8111014
=l Recent Places IE‘ _:I MM
— | Microsoft Word Decument
4 Libraries @ g Questions
@ Documents == | Microsoft Word Document
Jd — | 128 KB
Music
. 1 smime-cert
[ Pictures | gy | PKCS#T Cartficates -
B videos - ﬁ 3.99 KB L
1 ssl-cert 1
&) Homegroup I_ PKCS #7 Certificates
B 4.26 KB
4 1M Computer - n,  ssl-cert -
File name: ~ [ AlFiles -
’ Open |v] ’ Cancel ]

Figure 29 — Select a digital certificate.

2. Select the Active/Valid certificate file from your computer.
3. Click Open.
4. Click Validate.

a. Ifyou receive an error message, refer to Appendix C: Certificate Upload Error Messages or contact IDES
customer support for assistance.

Important: Each entity should obtain a digital certificate issued by an approved CA. The digital certificates should be in a

DER or PEM format.
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i IDES .

IHTERN&TIDNAL DATA EXCHANGE SERVICE
Knowledge Base m IRS Public Key IDES Enrollment User Log In

e &
International Data Exchange Service (IDES) - Enrollment Complete IDES Gateway
You have successfully enrolled your financial institution. logln.. - >

Loginto add additional users and access other functionality

Related Items
IDES Enrcliment User Login ¥
?Enrollment FAQs

2 List of Approved
Certificate Authorities
2 List of FI GlINs

About IDES Legal Disclosure Site Map

Figure 30 — Enrollment confirmed.

5. After you have validated your certificate, the enroliment process is complete. You will receive an email from the IDES
help desk that verifies your authorization to access IDES Gateway.
6. Click IDES Enrollment User Log In to log in as the FI Administrator.

7. Existing Administrators (HCTA and FI)

HCTA and FI Administrators can add end users, disable and enable end users, update the certificate, update alert
preferences, create a metadata file, reset passwords, and download the IRS public key.

7.1. Add a User

End users added under Fl and HCTA Administrator accounts are able to perform the following functions:
= Create a Metadata File.
= Update Alert Notifications.
= Reset Password.
= Download the IRS Public Key.
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'. I D ES Google™ Custom Search D

INTERWATIONAL DATA EXCHANGE SERYICE

ome | Wanae 1 oo e sppr S Puic oy Loy ot

IDES Gateway
International Data Exchange Service (IDES) - FI or HCTA Certified

You have logged into IDES to manage your certified FI or HCTA.

Related Items
Land

»FATCA Information

000000.99999 AA_ 000 The Bank > .
== 2 = ; nternational Data
Certificate Effective Dates: 10/13/2014 to 10/18/2016 Exchange Information
»Regulation and Other
Not your Financial Institution? Guidance

Create Metadata File Update Alert Preferences Reset Password
Add User Disable User Update Certificate

About IDES Legal Disclosure Site Map

Figure 31 — Add an end user.

1. Click Add User.

J
i I D ES Google™ Custom Search !:]

IHTERNATIONAL DATA EXCHANGE SERYICE

ome oge 1 Kot s sppon S ublctiy Logosl

IDES Gateway

International Data Exchange Service (IDES) - Add User teglas-n )

Please provide the email for the new user and click on submit to send the user an invitation to register, or click next to add

the user manually.
Related Items

If you click on Send:
¥ FATCA Information

® An email will be sent to the address indicated below. ?International Data

® The email will contain instructions on what the user should do next. Exchange Information

# The user will only have 48 hours to complete the login sequence. ¥ Regulation and Other
Guidance

Email [ ] Send Registration Invitation

About IDES Legal Disclosure Site Map

Figure 32 — Send an enrollment invitation.

2. Email - Type in email address of new end user.
3. Click Send Enrollment Invitation.

DRAFT - FOR DISCUSSION PURPOSES ONLY 47



K IDES —

IHTERN&TIDN&L DATA EACHANGE SERYICE

Knowledge Base m IRS Public Key | IDES Enrollment User Log In

v a
International Data Exchange Service (IDES) - Add User Complete! IDES Gateway

You have successfully added a new user. m
Back to Manage FI  »
Related Items

»FATCA Information

¥International Data
Exchange Information

?»Regulation and Other
Guidance

About IDES Legal Disclosure Site Map

Figure 33 — New user added.

4. The new end user will receive an email to register. The link in the email is valid for 48 hours.
5. Confirmation of End User Enroliment Invitation email has been sent.
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Welcome to International Data Exchange Service! Your corporate administrator
has registered you as an authorized user.

To log into Intermational Data Exchange Service (IDES), complete the following steps:

1. Clickonthis link [to enrollin IDES.

2. Create password challenge questions. Challenge questions will be usedto
prompt you if you forget your password. By correctly responding to the challenge
questions, you can reset your password without contacting the IDES help desk.

3. Create your IDES username and password.

SHARING USER IDs AND PASSWORDS IS NOT ALLOWED. If you have additional
people who will use IDES, they must obtain their own user IDs. You are responsible for
any activity associated with your user ID, so do not share your password with anyone,
including the IDES help desk.

Need help?

If you need help using IDES or have questions about IDES policies, please contact
IDES Customer Support by phone at 1-800-613-1DES (4773) or by emall at
helpdesk@ides-support.com. IDES Customer Supportis available 24 hours a day
except on U.S. federal holidays -

Additionally, the IDES team is always interested in improving our service. Please
contact us through IDES Customer Support with suggestions on how to make IDES
work better for you.

We are excited that you have joined IDES and we are committed to helping your
organization.

Regards,
The IDES Team

Figure 34 — IDES welcome email.

6. The new end user will receive a copy of the above email. If the end user does not receive this email, contact
IDES customer support for assistance.

7.2. Disable a User

Administrators can disable an end user at any time. Administrators are not authorized to delete accounts, but disabling an
end user account will prevent the end user from accessing their IDES account. Administrators may enable this end user at
a later date.
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IDES Gateway
International Data Exchange Service (IDES) - FI or HCTA Certified

You have logged into IDES to manage your certified FI or HCTA.

Related Items
Land

»FATCA Information
000000.99999.AA.000 The Bank .
R 4 e - YInternational Data

Certificate Effective Dates: 10/13/2014 to 10/18/2016 Bzl (e i
»Regulation and Other

Not your Financial Institution? Guidance

Create Metadata File Update Alert Preferences Reset Password
Add User Enable User Disable User Update Certificate

About IDES Legal Disclosure Site Map

Figure 35 — Disable a user.

1. Click Disable User.

i IDES

IHTERMATIONAL DATA EXCHANGE SERYICE
ome Waneg  oowtdgeBs supon 13 Pty Logou|

IDES Gateway

International Data Fxchange Service (IDES) - Select User m

Please select the user for whom you would like to disable.
Related Items
Selected User bank El—
jhanker PFATCA Information

¥International Data

Exchange Information
¥»Regulation and Other
Guidance

About IDES Legal Disclosure Site Map

Figure 36 — Select a user to disable.

2. Selected User — Select the end user that you want to disable from the drop down box by clicking the arrow.
3. Click Next.
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I IDES —

IHTERNATIDNAL DATA EACHANGE SERYICE

age 1 Ko s supon 13 Pl ey L ot

IDES Gateway

International Data Exchange Service (IDES) - Verify User m

Are you sure you would like to disable this user?

User [jbanker ]
»FATCA Information
¥International Data
iz - el e Exchange Information
?Regulation and Other

Guidance

About IDES Legal Disclosure Site Map

Figure 37 — Verify user to disable.

4. User — Verify that you have selected the correct username.
5. Click Yes — Disable User.

& IDES .

IHTERN&TIDN&L DATA EXCHANGE SERYICE

oo e sppr Pl iy ag 0wt |

v
International Data Exchange Service (IDES) - User Disabled v ealesiis 2

Login... »
You have successfully disabled this user.
Back to Manage FI )
Related Items

»FATCA Information

YInternational Data
Exchange Information

»Regulation and Other
Guidance

About IDES Legal Disclosure Site Map

Figure 38 — User disabled confirmation.

6. Receive confirmation that the end user has been disabled.
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Enable a User

Administrators can only use the Enable User option to enable end users that were previously disabled. To add a new end
user, administrators must follow the process for Add a User.

After the Administrator has enabled the end user, the account and previous password will be active again. If the end user
does not remember his or her password, the Administrator can reset the password or the end user can follow the_Forgot
Password process.

& IDES e

IHTERNM’IDN!{L DATA EXCHANGE SERVICE

g 1 Knwid v sppr s Pt Logut]

IDES Gateway

International Data Exchange Service (IDES) - Fl or HCTA Certified

You have logged into IDES to manage your certified FI or HCTA.

Related Items
e

PFATCA Information
-000000.99999 AA 000 The Bank .
¥International Data

Exchange Information
¥»Regulation and Other

Not your Financial Institution? Guidance

Créate Metadata File Update Alert Preferences Reset Password
Add User Enable User Disable User Update Certificate

Certificate Effective Dates: 10/13/2014 to 10/18/2016

About IDES Legal Disclosure Site Map

Figure 39 — Enable a user.

1. Click Enable User.
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I IDES —

IHTERNhTIDNhL [ATS EACHANGE SERYICE

Cnviee s supors 13 Pl ey

IDES Gateway

International Data Exchange Service (IDES) - Select User m

Please select the user for whom you would like to enable.

Selected U Related Items
ser -
banker El _
I »FATCA Information

¥International Data

Exchange Information
?Regulation and Other
Guidance

About IDES Legal Disclosure Site Map

Figure 40 — Select a user to enable.

2. Selected User — Select the end user that you want to enable from the drop down box by clicking the arrow.
3. Click Next to confirm.

K IDES —

IHTERNhTIDNhL [DATA EXCHANGE SERVICE

Croniee s supor s Py Logoue|

IDES Gateway

International Data Exchange Service (IDES) - Verify User m

Are you sure you would like to enable this user?
Related [tems

2FATCA Information

2?International Data
Exchange Information

¥Regulation and Other
Guidance

User [ jbanker ]

About IDES Legal Disclosure Site Map

Figure 41 — Verify the user to enable.

4. User — Verify the user to enable.
5. Click Yes — Enable User.
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arsge 1] Knowiedge e support s pubic Ky o5 ot
L=
International Data Exchange Service (IDES) - User Enabled R
You have successfully enabled this user. m
»FATCA Information
?International Data
Exchange Information
»Regulation and Other
Guidance
About IDES Legal Disclosure Site Map
Figure 42 —User enabled confirmation.
6. Receive confirmation that the end user has been enabled.
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7.4.  Update the Certificate

Administrators will need to update invalid or expired certificates.

& IDES —

IHTERNM’IDML DATA EXCHANGE SERYICE

Coniege s supor 13 Pl ey

IDES Gateway
International Data Exchange Service (IDES) - FI or HCTA Certified

You have logged into IDES to manage your certified FI or HCTA.

Related Items
il

»FATCA Information

-000000.99999_AA 000 The Bank > .
nternational Data
Certificate Effective Dates: 10/13/2014 to 10/18/2016 ST I
?Regulation and Other
Not your Financial Institution? Guidance

Create Metadata File Update Alert Preferences

Add User Enable User Disable User Update Certificate

About IDES Legal Disclosure Site Map

Figure 43 — Update a user certificate.

1. Click on Update Certificate.
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Custom Search
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IHTERNM’IDNﬁL DATA EXCHANGE SERVICE

| Enroliment | Knowledge Base | Support | IRS Public Key | IDES Enrollment User Log In

IDES Gateway

Related Items

International Data Exchange Service (IDES) - Certificate Info

Please provide the certificate required to enroll your FL

Security Certificate

Choose File | N

file chosen

m Validate

P Enroliment FAQs

P List of Approved Certificate

Authorities
¥List of FIGIINs

About IDES Legal Disclosure Site Map
Figure 44 — Upload a digital certificate.
2. Click Choose File to upload the new certificate from your computer.
%v|- Desktop » - | $,| | Search Desktop Pl |
Organize » Mew folder I’;‘i ~ O @
A R o IDES Test Safari FI -
S tauonts ;! Microsoft Word Document
B Desktop 149 KB
% Downloads IDES User Guide TOC 18111014
5l Recent Places ;! MM
—— | Microsoft Word Document II
4 5 Libraries 3 Questions
=— | Microsoft Word Document
> @ Documents @E 123 KB
> Ji Music -
. E smime-cert
[l Pictures | PKCS 7 Certificates
B Videos = | == Y399 KB i
I ssl-cert [
- #d) Homegroup | PKCS #7 Certificates
------- 1426 KB
L Computer - B, ssl-cert2 it
File name: [ Al Files -
’ Open |VI ’ Cancel ]
Figure 45 — Select a digital certificate.
3. Click on the certificate file then click Open to load the file.
56
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IHTERN&TIDN&L DATA EXCHANGE SERYICE

Conidge e spper S i

L=
International Data Exchange Service (IDES) - FI Certificate Updated IDES Gateway

You have successfully update the certificate for your FL m
Back to Manage FI ¥
Related Items

¥FATCA Information

¥International Data
Exchange Information

>Regulation and Other
Guidance

About IDES Legal Disclosure Site Map

Figure 46 —Updated digital certificate confirmation.

4. Click Validate to complete the upload of the new certificate. If you receive a certificate error message, refer to
Appendix C: Certificate Upload Error Messages for a complete list or contact IDES customer support.
5. Review confirmation screen of successful certificate update.
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7.5.  Update Alert Preferences

& IDES -

IllTERMhI'IIJNhL DATA EXCHANGE SERYICE

o Bce supor 13 Pl oy

IDES Gateway
International Data Exchange Service (IDES) - FI or HCTA Certified

You have logged into IDES to manage your certified FI or HCTA.

Related Items
o oo _______Jeomy ______

»FATCA Information

-000000.99999.AA_ 000 The Bank > .
nternational Data
Certificate Effective Dates: 10/13/2014 to 10/18/2016 ST
¥»Regulation and Other
Not your Financial Institution? Guidance

Create Metadata File Update Alert Preferences Reset Password

Add User Enable User Disable User Update Certificate

About IDES Legal Disclosure Site Map

Figure 47 — Update alert preferences.

1. Click Update Alert Preferences.
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IHTERMATIDNM DATA EXCHANGE SERVICE
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International Data Fxchange Service (IDES) - Select User

Please select the user for whom you would like to update their email alert preferences.

SelectedUser [ ibanker |z|

m

About IDES

IDES Gateway

Related Items

»FATCA Information
¥International Data

Exchange Information
¥Regulation and Other

Guidance

Legal Disclosure

Site Map

Figure 48 — Select the user profile to update.

2. Select User — Select the User to update their email alert preferences.

3. Click Next.
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IDES Gateway

International Data Exchange Service (IDES) - User Info

Update alert preferences for the selected user.
Related Items

User I Jbanker
>FATCA Information
?International Data
Exchange Information
Check All/None O »Regulation and Other
. . . . - Guidance
Receive System Availability Alerts Receive Transmission Alerts
Receive Transmission Failed Alerts Receive File Uploaded Alert
Receive File Available for Download Alert Receive File Posted for Review Alert
ReceiveFile Rejected Alert Receive File Approved Alert 5

| | Save

About IDES Legal Disclosure Site Map
Figure 49 — Select new alert preferences.

4. User — Verify the username whose alert preferences are being updated.

5. Click on the checkbox next to the Alert(s) to receive via email. You can click the Check All/None box to
choose all alerts or to remove all alerts. There are eight Alert Preferences. Refer to Select Alert Preferences
for full instructions.

6. Click Save.

7.6. Create a Metadata File

Metadata is a collection of data about the content and characteristics of the FATCA reporting files. It is used to ensure the
transmission archives are correctly processed. The metadata file will be included in the transmission archive and may also
be created during the data preparation phase. HCTAs and Fls should create and validate metadata files using the FATCA
IDES Metadata XML Schema v1.0.
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IDES Gateway
International Data Exchange Service (IDES) - FI or HCTA Certified

You have logged into IDES to manage your certified FI or HCTA.

Related Items
an —  aliiotion oy |
Land

>FATCA Information

000000 99999 AA 000 The Bank .
- i - : 2International Data
Certificate Effective Dates: 10/13/2014 to 10/18/2016 S e
»Regulation and Other
Not your Financial Institution? Guidance

Update Alert Preferences

Create Metadata File
Add User Enable User Disable User Update Certificate

About IDES Legal Disclosure Site Map

Figure 50 — Create a Metadata File.

1. Click Create Metadata File.
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International Data Exchange Service (IDES) -

Please update the metadata information before downloading the file.

FI/HCTA Sender GIIN [ 000000.99999.AA 123

GIN of Sender Submitting this Report

Receiver (IRS GIIN) [

GIN of Recipient receiving this Report (IRS GIN)

Transmission Type l NTE

Transmission is a FATCA Report(RPT) or Motification (NTF) Communication.

Transmission Filename ’

File name created by sender for this report.

Transmission Timestamp [ 12/23/2014 10:52:55 AM

Timestamp created by the sender transmission.

Tax Year ’20 14

Indicates Tax Year for this Report

Is this a Revised & Original File Transmission

ID (Optional)
IDES Transmission ID Referencing an update to an earlier Transmission.

Sender Email I joe@bank.com

User's Email Address

For mare information on how to create your metadata file click here.

IDES Gateway

LogIn...

Related Items

¥ FATCA Information

¥International Data
Exchange Information

?Regulation and Other
Guidance

Figure 51 — Enter Metadata File information.

2. FI/HCTA Sender GIIN — Enter the FATCAIDESSenderld.

3. Receiver (IRS) GIIN — Enter the FATCAEntityReceiverld or recipient receiving the data.

a.For example, the U.S. HCTA FATCA Entity ID: 000000.00000.TA.840
4. Transmission Type — Select the transmission type:
a.RPT = FATCA Report Communication.
b.NTF = FATCA Notification Communication.
Transmission Filename — Enter the SenderFileld or file name of the file being uploaded.
Transmission Timestamp — Reference the timestamp created by the sender transmission.
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5.

6.

7. Tax Year — Enter the FATCA reporting data tax year.

8.

9. Original File Transmission ID (Optional) — Enter the file name of the original file.
10. Sender Email (Optional) — Enter your email address.

11

Is This a Revised — Select checkbox if the report is a revision to a previously uploaded file.

. Click Download and review the metadata elements. The metadata file should be validated against the
FATCA Metadata XML Schema v1.0.
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12. Save the file on your computer. The unencrypted metadata file must be included in the transmission archive
and the filename is FATCAEntitySenderld_Metadata.xml. The file names are case sensitive and any variation
in name, extension or format will cause a transmission failure. See Create a FATCA XML Report for more
details.

7.7. Reset Password

FI and HCTA Administrators can reset the passwords of all end users under the administrator account.

I IDES e

IHTERMhI’IDNhL DATA EXCHANGE SERVICE

oo e sppo s b o Logoue|

IDES Gateway

International Data Exchange Service (IDES) - FI or HCTA Certified

You have logged into IDES to manage your certified FI or HCTA.

Related Items
e ™

¥ FATCA Information

000000.99999.AA.000 The Bank > .
nternational Data
Certificate Effective Dates: 10/13/2014 to 10/18/2016 St [
»Regulation and Other
Not your Financial Institution? Guidance

Créate Metadata File Update Alert Preferences Reset Password

Add User Enable User Disable User Update Certificate

About IDES Legal Disclosure Site Map

Figure 52 — Reset a password.

1. Click Reset Password.
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IDES Gateway

International Data Exchange Service (IDES) - Select User m

Please select the user for whom you would like to change their password.

Selected U Related Items
: 2FATCA Information

¥International Data

Exchange Information
?Regulation and Other
Guidance

About IDES Legal Disclosure Site Map

Figure 53 — Select the user to update.

2. Select User — Click on the drop down box to select the end user.
3. Click Next.

d
'. I D ES Gouogle™ custom Search D

INTERNATIONAL DATA EACHANGE SERYICE

ome| arag 1 KomiedgeBse suppor s PubceylLogon|

IDES Gateway
International Data Exchange Service (IDES) - User Info m
Please provide a new p d for the selected user. Please remember:
® You cannot change a password within 24 hours of your last change or creation. Related Trems
* Ap d should be 8-15 cl . have one capital, one number, and one special character: |, @,#,8,%, ", &,*7?
2 FATCA Information
2International Data
; Exchange Information
User
[ banker ] Y Regulation and Other
Guidance
Password [ ]
Verify Password [ ]

&

About IDES Legal Disclosure Site Map

Figure 54 — Create a new password for the selected user.

4. User — Verify the correct user.
5. Password — Enter the new password.
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a. Password Guidelines: The password must be 8-20 characters and include at least one uppercase and
lowercase letter, one number, and one of the designated special characters (~! @# % ~* () ?, .). If you
enter a password that does not meet the guidelines, you will receive an error message.

6. Verify Password — Re-type your password (must match previous entry). If it does not match, you will receive
an error message.
7. Click Update to complete password update.

7.8. Download the IRS Public Key

The IRS Public Key should be included in the transmission archive .zip file that is uploaded through the IDES Gateway.

Fi IDES .

IHTERNM’IUN!{L DATA EXCHANGE SER¥ICE
vt Koot e suport 15 Pt ey s ment nertogn |

L=
. . IDES Gat:
International Data Exchange Service (IDES) e
The International Data Exchange Service (IDES) will serve as the single point of delivery for both Financial Institutions (FI) m

and Host Country Tax Authorities (HCTA) to electronically exchange FATCA data with the United States. IDES will also enable
the United States to make reciprocal exchanges as described in the Intergovernmental Agreements (IGA).

IDES Enroliment

This website is to enroll a FFL or HCTA on to IDES system. You will need the following to enroll for an IDES username and password:

* Your Foreign Financial Institution GIIN or Host Country Tax Authority Username
= Avalid email address from your FI or HCTA

* An Authorized Security Certificate
Related Items
Learn More on the Enroliment Process |
9 FATCA Information

¥ Interational Data Exchange
Information

¥ Regulation and Other
Guidance

About IDES Legal Disclosure Site Map

Figure 55 — Download the IRS public key

1. From the IDES Enrollment home page, click the IRS Public Key tab to begin download of the IRS Public Key
Certificate to your computer.
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ertificate

S— s, 1}

£c

General | Details | Certification Path

|-_n | Certificate Information

* 2,16.840.1.114028.10.1.5
*2,23.140.1.2.2

This certificate is intended for the following purposa(s):

» Ensures the identity of a remote computer
* Proves your identity to a remote computer

*Refer to the certification authority's statement for details.

valid from 10/ 156/ 2014 to

Issued to: encryption-service.services.irs.gov

Issued by: Entrust Certification Authority - L1K

12/ 16/ 2018

Install Certificate...| | Issuer Statement |

Learn more about certificates

N

[ o ]

Figure 56 — General certificate information.

DRAFT - FOR DISCUSSION PURPOSES ONLY

2. This certificate should be included in the FATCA reporting transmission archive you upload and transmit to the

IRS via the IDES Gateway.
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8. End Users

End users are added by the HCTA or FI Administrator. End users will receive an Email Registration Invitation from the
IDES help desk in order to complete the IDES enrollment process. The link within the email is valid for 48 hours.

8.1. Create an Account

Welcome to International Data Exchange Service! Your corporate administrator
has registered you as an authorized user.

To log into International Data Exchange Service (IDES), complete the following steps:

1. Cli::kmﬁthis link [to enrollin IDES.

2. Create password challenge questions. Challenge questions will be usedio
prompt you if you forget your password. By correctly responding to the challenge
questions, you can reset your password without contacting the IDES help desk.

3. Create your IDES username and password.

SHARING USER IDs AND PASSWORDS IS NOT ALLOWED  If you have additional
people who will use IDES, they must obtain their own user IDs. You are responsible for
any activity associated with youruser ID, so do not share your password with anyone,
including the IDES help desk.

Need help?

If you need help using IDES or have questions about IDES policies, please contact
IDES Customer Support by phone at 1-800-613-IDES (4773) or by email at
helpdesk@ides-support.com. IDES Customer Supportis available 24 hours a day
except on U.S. federal holidays -

Additionally, the IDES team is always interested in improving our service. Please
contact us through IDES Customer Support with suggestions on how to make IDES
work better for you.

We are excited that you have joined IDES and we are commitied to helping your

organization.

Regards,
The IDES Team

Figure 57 — IDES new end user welcome email.

1. The new end user will receive a copy of the above email.
2. Users will click on this link within in the email to complete the IDES enroliment process.
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8.2.  Create Challenge Questions

i IDES —

INTERNHIDN&L DATA EXCHANGE SERVICE

| Enroliment | Knowledge Base | Support | IRS Public Key | IDES Enrollment User Log In

IDES Gateway

International Data Exchange Service (IDES) - Challenge Questions )

Please provide the challenge q ions and s for the User.

Related Items

¥Enroliment FAQs

Question: l g : B 'l PList of Approved Certificate
In what city did you live at age 167 — Ry

¥List of FI GlINS

Challenge Question #1

Answer: [ ]

Challenge Question #2

Question: l What year was your mother born? 'l

Answer: [ ]

=

About IDES Legal Disclosure Site Map

Figure 58 — Create IDES challenge questions.

1. Challenge Question #1
c. Question: Select the drop-down arrow to view a list of questions. Select a challenge question.
d. Answer: Type a response to the challenge question.

2. Challenge Question #2
c. Question: Select the drop-down arrow to view a list of questions. Select a challenge question.
d. Answer: Type a response to the challenge question.

3. Click Next to continue and set up a Username.

IMPORTANT: Remember to document your answers to your challenge questions. Users will need these to reset

password or to contact the IDES Help Desk. Note that challenge question responses must exactly match the
responses as originally submitted.
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8.3. Create User Profile

i IDES —

\HTERNHIDN#«L DATA EXCHANGE SERVICE

| Knowledge Base | Support | IRS Public Key | IDES Enrollment User Log In

IDES Gateway

International Data Exchange Service (IDES) - User Info m

Please provide the user profile information for the User.

Related Items
8]
sername [ ] ¥ Enroliment FAQs
¥ List of Approved Certificate

. Authorities
First Name [ ] % List of FI GlINs
Last Name [ ]
Email [ ]
Verify Email [ ]
Password [ ]
Verify Password [ ]

Check All/None B
Receive System Availability Alerts Receive Transmission Alerts

Receive Transmission Failed Alerts

0O Receive File Uploaded Alert —

Receive File Available for Download Alert = Receive File Posted for Review Alert =

Figure 59 — Submit user profile information.

ReceiveFile Rejected Alert Receive File Approved Alert

1. Username — Enter your new username. We recommend first initial and last name. If the username is already
taken you will receive an error message.
2. First Name — Enter your first name.
3. Last Name — Enter your last name.
4. Email — Enter your email address.
a. It is mandatory to use a unique email address for enrollment as the system will not allow
for duplicate email addresses. The email address may be a personal email address or a
shared mailbox address.
5. Verify Email — Enter your email address again (must match the previous entry). If it does not match, you will
receive an error message.
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6. Password — Create a valid password.
a. The password must be 8-20 characters and include at least one uppercase and
lowercase letter, one number, and one of the designated special characters (~! @ # % *
*07?,.)
b. If you enter a password that does not meet the guidelines, you will receive an error
message.
7. Verify Password — Re-type your password (must match the previous entry). If it does not match, you will
receive an error message.

8.4. Select Alert Preferences

i IDES .

\NTERNATIDNAL DATA EXCHANGE SERVICE

ot o Supor 15 o ey 1055 Evotmensprlogie]

IDES Gateway

International Data Exchange Service (IDES) - User Info e B4

Please provide the user profile information for the User.

Related Items

u
sername [ ] 2 Enroliment FAQs
? List of Approved Certificate
. Authorities
First Name [ ] 2 List of FI GlINs
Last Name [ ]
Email [ ]
Verify Email [ ]
Password [ ]
Verify Password [ ]
Check All/None =
Receive System Availability Alerts Receive Transmission Alerts —
Receive Transmission Failed Alerts Receive File Uploaded Alert
Receive File Available for Download Alert — Receive File Posted for Review Alert —
ReceiveFile Rejected Alert Receive File Approved Alert —

Figure 60 — Select IDES alert preferences.
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1. Select Alert Preferences — Click on the box next to the alerts you wish to receive by email. You can click the
Check All/None box to choose all alerts or to remove all alerts. There are eight Alert Preferences.

Alert Preference

a. System Availability Alert

7

Description

IDES Enrollment and/or IDES Gateway are
unavailable.

b. Transmission Failed Alert

Transmission uploaded via the IDES Gateway
failed for one of several reasons (e.g., virus,
encryption validation, naming convention,
package content). The email will have an alert
code that you will need to look up on the IDES
Gateway to determine the reason the
transmission failed.

c. File Available for Download Alert

The user has a file to download on the IDES
Gateway. This is not functional at this time.

d. File Rejected Alert (for Model 1
Option 2 countries)

Transmission upload was rejected by the
HCTA. The email will have an alert code that
you will need to look up on the IDES Gateway
to determine the reason the transmission was
rejected.

e. Transmission Alert

Receive all IDES Alerts (See Alerts
b,c,d,f,g,h).

f. File Uploaded Alert

Received transmission is uploaded to the IRS
for review.

g. File Posted for Review Alert (for
Model 1 Option 2 countries)

Sent to the HCTA when an Fl uploads a report.

h. File Approved Alert (for Model 1
Option 2 countries)

Sent after the HCTA has approved the Fl file.

Table 8 — IDES Alert Preferences

2. Click Next to continue to complete enrollment process.
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i IDES .

INTERNATIONAL DATA EXCHANGE SERYICE

m Knowledge Base m IRS Public Key | IDES Enrollment User Log In

International Data Exchange Service (IDES) - Enrollment Complete

L=
IDES Gateway

You have successfully enrolled your financial institution.

Loginto add additional users and access other functionality

Related Items
IDES Enrcliment User Login ¥
?Enrollment FAQs

2 List of Approved
Certificate Authorities
2 List of FI GlINs

About IDES Legal Disclosure Site Map

Figure 61 — Enrollment Confirmation.

3. You have completed the enrollment process as an end user. You will also receive an email from the IDES help
desk that verifies your authorization to access the IDES Gateway.
4. Click IDES Enrollment User Log In to log in as an end user.
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8.5. IDES Enrollment User Log In

1. Access the IDES Enrollment site at www.IDES-Support.com.

({7 I D ES Coogle™ Custom Search D

IHTERNATIUN!{L DATA EXCHANGE SERYICE

| Enroliment | Knowledge Base | Support | IRS Public Key | IDES Enroliment User Log In

L =]
International Data Exchange Service (IDES) IDES Gateway

The International Data Exchange Service (IDES) will serve as the single point of delivery for both Financial Institutions (FI) m
and Host Country Tax Authorities (HCTA) to electronically exchange FATCA data with the United States. IDES will also enable
the United States to make reciprocal exchanges as described in the Intergovernmental Agreements (IGA).

This website is to enroll a FFL or HCTA on to IDES system. You will need the following to enroll for an IDES username and password: IDES Enrollment

= Your Fereign Financial Institution GIIN or Host Country Tax Authority Username m

+ Avalid email address from your FI or HCTA
= An Authorized Security Certificate

Related Items
Learn More on the Enroliment Process | ¥
JFATCA Information

¥ International Data Exchange
Information

¥ Regulation and Other
Guidance

About IDES Legal Disclosure Site Map

Figure 62 — IDES enrollment user log in page.

2. Click on the IDES Enrollment User Log In tab.

[~ I D ES Google™ Custom Saarch D

IHTERNAI’IDN*L DATA EXCHANGE SERVICE

vt Koot e uppor | B Pt ey 8 Evtmert v agin |

L =)
International Data Exchange Service (IDES) - Log in IDES Gateway

LogIn.. ?
Log in to your FI here.

Once logged in, you can do the following for your FI:

« Download the F1 Metadata File IDES Enrollment

» Update Your Personal User Notification Preferences
* Update Your Password
‘Username ’ ] Forgot Username? Related Items

Password ’ ] Forgot Password? >FATCA Information
¥International Data Exchange
Information
R
Remember me? [ ¥ Regulation and Other
Guidance

Figure 63 — Log in to the IDES enrollment site.
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3. Username — Enter Username
4. Password — Enter Password
5. Click Log in.

& IDES —

IHTERNATIDN&L DATA EXCHANGE SERYICE

Coviedge v sppor | 5 utic i

IDES Gateway

International Data Exchange Service (IDES) - FI or HCTA Certified

You have logged into IDES to manage your personal FI or HCTA account.

Related Items
-

»FATCA Information

000000 99999 AA 000 The Bank %International Data
Exchange Information
»Regulation and Other

Certificate Effective Dates: 10/13/2014 to 10/18/2016 Guidance

Not your Financial Institution?

Create Metadata File Update Alert Preferences Reset Password

About IDES Legal Disclosure Site Map

Figure 64 — Manage an IDES user account.

6. You are now signed in. You can perform three functions from this screen:
a. Create a Metadata File.
b. Update Alert Preferences.
c. Reset Password.

8.6. Create a Metadata File

Metadata is a collection of data about the content and characteristics of the FATCA reporting files. It is used to ensure the
transmission archives are correctly processed. The metadata file will be included in the transmission archive and may also
be created during the data preparation phase. HCTAs and Fls should create and validate metadata files using the FATCA
IDES Metadata XML Schema v1.0.
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& IDES —

IHTERNMIDNRL DATA EACHANGE SERYICE

Croviege s supor 13 Pt Koy

IDES Gateway

International Data Exchange Service (IDES) - FI or HCTA Certified

You have logged into IDES to manage your personal FI or HCTA account.

Related Items
T —

- »FATCA Information
000000.99999.AA 000 The Bank »International Data
Exchange Information
»Regulation and Other
Guidance

Certificate Effective Dates: 10/13/2014 to 10/18/2016

Mot your Financial Institution?

Create Metadata File Update Alert Preferences

About IDES Legal Disclosure Site Map

Figure 65 — Create a Metadata File.

1. From the Manage FI tab, click Create Metadata File.
2. Refer to Create a Metadata File for full instructions.
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8.7.  Update Alert Preferences

& IDES —

IHTERNMIDNRL DATA EACHANGE SERYICE

Croviege s supor 13 Pt Koy

IDES Gateway

International Data Exchange Service (IDES) - FI or HCTA Certified

You have logged into IDES to manage your personal FI or HCTA account.

Related Items
T —

- »FATCA Information
000000.99999.AA 000 The Bank »International Data
Exchange Information
»Regulation and Other
Guidance

Certificate Effective Dates: 10/13/2014 to 10/18/2016

Mot your Financial Institution?

Create Metadata File Update Alert Preferences

About IDES Legal Disclosure Site Map

Figure 66 — Update IDES alert preferences.

1. From the Manage Fl tab, click Update Alert Preferences.
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& IDES _—

INTERNMII]N#L DATA EXCHANGE SERVICE

g 1 Koo suport oot s R Pt Ky 1230

International Data Exchange Service (IDES) - User Info
Update notification preferences for the selected user.

IDES Gateway
User [ logIn.. ¥

Check All/None

Related Items

Receive System Availability Alerts Receive Transmission Alerts % FATCA Information

»International Data
Exchange Information

¥ Regulation and Other
Receive File Available for Download Alert Receive File Posted for Review Alert Guidance

D

Receive Transmission Failed Alerts Receive File Uploaded Alert

ReceiveFile Rejected Alert Receive File Approved Alert

About IDES Legal Disclosure Site Map

Figure 67 — Selecting new alert preferences.

2. Username will appear in the User field
3. Select the Alert(s) that you want to receive by email. If you want to receive all alerts click the Check All/None
box. Clicking it again will remove all alerts. See Select Alert Preferences for full instructions.
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8.8. Reset Password

m IDES Google™ Custom Search

IHTERNMIDNRL DATA EACHANGE SERYICE

Croviege s supor 13 Pt Koy

International Data Exchange Service (IDES) - FI or HCTA Certified

You have logged into IDES to manage your personal FI or HCTA account.

. T E—

00000099999 AA.000 The Bank

Certificate Effective Dates: 10/13/2014 to 10/18/2016

Mot your Financial Institution?

Create Metadata File Update Alert Preferences Reset Password

About IDES

Figure 68 — Reset a password.

1. From the Manage Fl tab, click Reset Password.
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IDES Gateway
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Related Items

»FATCA Information
¥International Data
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»Regulation and Other
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i IDES .

IHTERNATIDNRL DATA EACHANGE SERYICE

erge 1] oo e sppon I3 Pl Ky og ut

IDES Gateway

International Data Exchange Service (IDES) - User Info

Please provide a new password for the selected user. Please remember:

® You cannot change a password within 24 hours of your last change or creation. Related Trems

® A password should be 8-15 characers, have one capital, one number, and one special character: |, @, #,8 %,/ &,*7?
PFATCA Information

?International Data

; Exchange Information
User [ banker l 2

] Y Regulation and Other
Guidance

Password [ l

Verify Password [ l

ST

About IDES Legal Disclosure Site Map

Figure 69 — Create a new password.

2. User - Verify your username.
3. Password — Enter a new password.

a. The password must be 8-20 characters and include at least one uppercase and lowercase letter, one
number, and one of the designated special characters (~! @# %~ * () ?, .). If you enter a password that
does not meet the guidelines, you will receive an error message.

4. Verify Password - Re-type your password (must match previous entry). If it does not match, you will receive an
error message.
5. Click Update to complete password update.
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Forgot Username

If an end user forgets their username, they can request a Username reminder email.

Pl IDES .

INTERMM’IDNM DATA EXCHANGE SERVICE

| Enroliment | Knowledge Base | Support | IRS Public Key | IDES Enroliment User Log In

L -
International Data Exchange Service (IDES) - Log in IDES Gateway

LogIn.. 2
Log in to your FI here.

Once legged in, you can do the following for your FI:

« Download the F1 Metadata File IDES Enrollment

s Update Your Personal User Notification Preferences
s Update Your Password
‘Username ’ ” Forgot Username? Related Items

PFATCA Information

PInternational Data Exchange
Information

¥ Regulation and Other
Guidance

Password ’ l Forgot Password?

Remember me? [

Figure 70 — Request a Username reminder email.

1. Select IDES Enrollment User Log In tab, click Forgot Username?
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Gaoogle™ Custom Search \:I
 Home | Enroliment | Knowledge Base | Support | IRS Public Key | IDES Enroliment User Log In

INTERNATIONAL DATA EXCHANGE SERVICE

L=
International Data Exchange Service (IDES) - Forgot Username

Request a reminder of your username.

Please provide the email address for your account, and we will email you the username.

Send Username

Back to Log In

About IDES Legal Disclosure Site Map

Figure 71 — Enter an email address for a username reminder message.

2. Email — Enter the email address used to register on the IDES enrollment site.
3. Click Send Username.

i IDES —

IH'IERNM'IDNM DATA EXCHANGE SERVICE

vt g B Sepor s P | D Evtme i)

L=

International Data Exchange Service (IDES) - Forgot Username
Request a reminder of your username.

Please provide the email address for your account, and we will email you the username.

An email has been sent to the given email address, reminding you of your username.

Email joebanker@hbank.com

Send Username

Back to Login

About IDES Legal Disclosure Site Map

Figure 72 — Reminder email sent confirmation.

4. Confirmation page showing that username reminder email was sent.
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HHT 0 « vJE Username Reminder - Me

m Message
5 .
& Tgnore x .\_n _i; .\_3 B Meeting [23 IDES Onboardin... (5 To Manager

ga Team E-mail Q Reply & Del
&Junkv Delete | Reply Reply Forward ?‘E More *

Al ‘iz Create New
Delete Respond Quick Steps
|| From: donotreply@ides-support. com
| To: joebanker@bank.com
Ce:
Subject: Username Reminder

Your IDES Onboarding Usemame is:  joebanker

Figure 73 — IDES username reminder email.

5. Check your email for a copy of Username Reminder email. Return to the IDES enrollment home page and
select the IDES Enrollment User Log In tab.

I D | S Google™ Custorn Search :l

INTEﬂNkTIﬂNAL DATA EXCHANGE SERVICE

Crotmen Koviegebre | sport 15 Pl Ky DS Evolment e Login| ]

L =

International Data Exchange Service (IDES) - Forgot Username
Request a reminder of your username.

Please provide the email address for your account, and we will email you the username,

+ We're sorry, but there is no account associated with that email address.

Email joe@bank.com

Send Username

Back to Log In

About IDES Legal Disclosure Site Map

Figure 74 —User email address not recognized error message.

Note: If there is not an IDES account associated with the email address entered, you will receive an error message. Enter
the same email that was used for enrollment. If you still receive the error after entering the correct email, contact the Help
Desk.

DRAFT - FOR DISCUSSION PURPOSES ONLY 82


https://www.ides-support.com/
https://www.ides-support.com/Support
https://www.ides-support.com/Support

Z 7

8.10. Forgot Password

Passwords can be reset on the IDES Enroliment User Log In tab.

i IDES —

INTERNM’IDN&L DATA EXCHANGE SERVICE

| Enrollment | Knowledge Base IRS Public Key | IDES Enroliment User Log In

L =)
International Data Exchange Service (IDES) - Log in IDES Gateway

LogIn.. >
Log in to your FI here.

Once logged in, you can do the following for your FI:

« Download the F1 Metadata File IDES Enrollment

» Update Your Personal User Notification Preferences
* Update Your Password
‘Username ’ ] Forgot Username? Related Items

Password ’ I Forgot Password? >FATCA Information
¥International Data Exchange
Information
R
Remember me? [ ¥ Regulation and Other
Guidance

Figure 75 — Forgot Password reset page.

1. Select IDES Enrollment User Log In tab, click on Forgot Password?
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K IDES —

INTSHNHIQNM DATA EXCHANGE SERVICE

I(nnwledge Base m IRS Public Key | IDES Enroliment User Log In

¢ &
International Data Exchange Service (IDES) - Forgot Password

Request a password reset.

This reguest will begin a process of resetting your password or resetting it by answering your security questions.

Username

Back to List

About IDES Legal Disclosure Site Map

Figure 76 — Enter a username to reset a password.

2. Username — Enter your username.
3. Click Next to continue.
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E|

HHY 0 « 9l Password Reset for IDES Onboarding - Message (HTML) - » (=

NG | Message
@ Ignore x a E 2 P Meeting 23 IDES Onboardin... (3} To Manager 53 [ Rules - Y a'%) &4 Find
“
L'J @OneNote I-.%Related'

I=

|i="l_j Team E-mail Q Reply & Delete
~ Delete Reply Reply Forward & - = Maove Mark Follow | Translate
& Junk All < More ' Create New = - [ Adtions * | Unread Up = l¢ Select -
Delete Respond Quick Steps (] Maove Tags (] Editing

From: donotreply @ides-support.com Sent:  Wed 11/26,/20]
| To: jDEbEnkEI’@bEnk.EDI:ﬂ

Co
bl Subject: Password Reset for IDES Onboarding

The IDES Onboarding site has received a request to reset the password for vour account. If vou did not initiate this request, please disregard.

Your password reset code is: 4

If vou do not already have the form open in vour browser, vou can follow this link and complete the form within 24 hours.

Figure 77 — Email sent to users to reset a password.

4. An email will be sent to the email address provided during enrollment. The email will contain a reset code needed
to reset the user’s password.

1177 I D ES Google™ Custom Search E

INTERNATIONAL DATA EXCHANGE SERVICE

e e Kot B Suppor S Pt ey 185 votmn er bogin]

v

International Data Exchange Service (IDES) - Forgot Password - Reset
An email has been sent to you containing a password reset code. Completing this form will reset your password.

By providing the key you received in your email, this will allow you to reset your password.

Username FlUserNumber2

Password reset code

Password
Verify Password
Back to List

Figure 78 — Create a new password.

5. Password Reset Code — Enter the reset code you received in your email.
6. Password — Enter your new password.
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a. The Password must be 8-20 characters and include at least one uppercase and lowercase letter, one number,
and one of the designated special characters (~! @# % ~* () ?, .). If you enter a password that does not meet

the guidelines, you will receive an error message.
7. Verify Password — Re-type your password (must match previous entry). If it does not match, you will receive an

error message.

9.1. Overview

8. Click Save and return to the IDES Enrollment User Log In tab to log in with your new password.

9. Data Preparation for FATCA XML Report

This section describes how to prepare a FATCA data file. Before you begin, you must have a valid certificate from an IRS
approved certificate authority.

9.2.

Prepare the FATCA XML File

These instructions may change with maintenance updates to the system. IDES will only accept files in .zip format. Each
archive will contain either three or four files depending on the IGA Model and the type of user. These archives will consist
of the following files:

FATCAEntitySenderld_Payload
FATCAEntityReceiverld_Key
HCTAFATCAERtityld_Key (Model 1, Option 2 only)
FATCAEnNtitySenderld_Metadata.xml

Process

Obtain a digital certificate from an approved
Certificate Authority (CA). See_Section 3
Obtaining a Digital Certificate

File Naming Convention

Not applicable

Prepare and validate the FATCA XML file
Digitally sign the file

FATCAEntitySenderld_Payload.xml

Compress the FATCA XML file with compatible
zip utility

FATCAEntitySenderld_Payload.zip

Encrypt the FATCA XML file with AES-256 key

FATCAEntitySenderld_Payload

For Model 1, Option 2 (only). Encrypt AES key
with public key of HCTA

Encrypt AES key with public key of each recipient

FATCAEntityReceiverld_Key
HCTAFATCAERtityld_Key

Create sender metadata

FATCAEntitySenderld_Metadata.xml

Create the transmission file

UTC_FATCAEntitySenderld.zip

Transmit the data packet to IDES and receive
delivery confirmation

N/A

Table 9 — Overview process to prepare and send a file.
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Note: The file name should be the same size and pattern as the standard data elements FATCAEntitySenderld,
FATCAEntityReceiverld and HCTAFATCAERtityld and stated in a 19-character GIIN format, such as
000000.00000.TA.840_Payload.xml.

Process to Prepare and Transmit XML File:

Validate Create valid Digitally sign Encrypt XML file
IRS digital Fel  FATCA XML  Hw  and compress el with (one time) |
certificate data file HML file AES-Z256 key
%
Sender
: AES-256 key C ;
vate K redte Receive
A FﬁE?Sata . He  data packet for e :c}ceit toc:aDtES e IDES alert or
ceou transmisshon P Motification
IRS
and HCTA Encrypt
public key AES-key_r with
{M1,02) IRS public key
¥
Create
unenerypled
sender matadata [
HML file

Figure 79 - Data preparation overview

Step 1 - Prepare and Validate the FATCA XML File

Step 1 explains how to create a sender payload file. Each FATCA XML file contains information about the accounts
required to be reported under FATCA. Ensure that all XML elements have prefixes, do not use default namespaces. For
information on the FATCA XML and related Form 8966 (FATCA Report), see FATCA XML Schemas and Business Rules

for Form 8966.

Step 1a - Sign the XML File

Digital signatures are used to assure data integrity, which means that the messages are not altered in transmission. The
receiver can verify that the received message is identical to the sent message. A sender uses its private key to digitally
sign the message. Senders and recipients of FATCA files will ensure that the file was not corrupted during compression,
encryption, and decryption, or altered during transmission to or from IDES.
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Sign XML File:
Process

Sign XML File .

7

Description

Prepare the FATCA reporting data using XML
element prefixes. Do not use the default
namespaces.

To generate the digital signature’, the XML file is
processed by a “one-way hashing” algorithm to
generate a fixed length message digest.

Depending on the tool used to perform the digital
signature, a different type of canonicalization
method may be required. The following methods
are acceptable:

o <Canonicalization Method
Algorithm="http://www.w3.0rg/2001/10/xml-
exc-cl4n#"/>

o <Canonicalization Method
Algorithm="http://www.w3.0rg/TR/2001/REC-
xml-c14n-20010315"/>

IRS requires that the payload file be signed by
first creating a SHA2-256° hash. The Sender will
then create an RSA digital signature using the
2048-bit private key that corresponds to the public
key found in the Sender’s digital certificate on
IDES.

After validating the schema, digitally sign the
FATCA XML file using W3C Recommendation
XML Signature Syntax and Processing (Second
Edition)® “enveloping” signature.

Use the digital signature “enveloping” type. The
“enveloped and detached” types will cause the
transmission to fail.

The file name is
“FATCAENtitySenderld_Payload.xml”. The file is
case sensitive and any variation in file name or
format will cause the transmission to fail.

File Naming Convention

FATCAEntitySenderld_Payload.xml

Table 10 — Process to digitally sign afile.

Step 2 - Compress the XML File

The XML file “FATCAEntitySenderld_Payload.xml” should be compressed using a compatible compression utility and the

standard Deflate compression method.

! Digital Signature Standard (DSS) (FIPS 186-4), July 2013, nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf
2 Secure Hash Standard (SHS) (FIPS 180-4), March 2012, csrc.nist.gov/publications/fips/fips180-4/fips-180-4.pdf

? XML Signature Syntax and Processing (Second Edition), June 2008, http://www.w3.org/TR/xmldsig-core/
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Tools Version Host System
WinZip 17.5 Windows
7-Zip 9.2 Windows or Linux
Windows built-in zip utility N/A Windows
Linux/Unix standard zip utility N/A Linux/Unix
Apple built-in archive utility MAC OS X 10.3 MAC
and later

Table 11- Recommended compression tools based on compression testing and supported algorithms.

Compress XML File:

Process

Compress XML
File

Descriptions

The compressed file “zip” is the file extension used
by the compression tool or library.

Other tools may be used but the compression
method must be recognized by one of the five tools
or libraries for the file to be successfully processed.

File Naming Convention

FATCAENtitySenderld_Payload.zip

Summary

If the file is not recognized or processing fails, the file
will be rejected. The sending partner will receive a
notification that explains the reason for the
transmission failure and how to modify and resubmit
the file.

The file name is
“FATCAEnRtitySenderld_Payload.zip”. The file is case
sensitive and any variation in file name or format will
cause the transmission to fail.

Note: The current supported compression is ZIP
compression using the standard Deflate compression
method.

N/A

Table 12 — Process to compress afile.

Step 3 - Encrypt the XML File with AES 256 Key

AES is one of the most secure encryption algorithms and the preferred encryption standard for IDES. The file is
encrypted to protect Fl and taxpayer sensitive information.
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Encrypt XML File with AES Key:

Process Descriptions File Naming Convention
Encrypt XML | =  After compression, encrypt the file “FATCAEntitySenderld_ FATCAEntitySenderld_Payload
File Payload.zip” using the AES-256 cipher with a randomly

generated “one-time use” AES key.

=  While performing AES encryption, there are several settings
and options depending on the tool used to perform
encryption. IRS recommended settings should be used to
maintain compatibility:

Cipher Mode: ECB (Electronic Code Book).

Salt: No salt value

Initialization Vector: No Initialization Vector (IV). If an IV is
present, set to all zeros to avoid affecting the encryption.

o Key Size: 256 bits / 32 bytes — Key size should be
verified and moving the key across operating systems
can affect the key size.

o Encoding: There can be no special encoding. The file will
contain only the raw encrypted bytes.

o Padding: PKCS#7 or PKCS#5
=  The AES encrypted file name is
“FATCAENtitySenderld_Payload”. The file is case sensitive

and any variation in file name or format will cause the
transmission to fail.

Table 13 — Process to encrypt an XML file with an AES key.

Additional information regarding the AES-256 encryption algorithm and keys can be found in:

1. NIST Special Publication 800-57:
Recommendation for Key Management — Part 1: General (Revision 3)

2. Advanced Encryption Standard (FIPS 197), November 2001

Step 4 - Encrypt the AES Key with Public Key of Recipient

The next step is to encrypt the AES key with the public key of each recipient. The file is encrypted to protect the AES
key. All FATCA partners must validate the recipient’s X.509 Digital Certificate to an approved CA. An X.509 Digital
Certificate contains the public key for each FATCA partner, including the IRS, and is retrieved from the IDES Enroliment
site.

Encrypt AES Key with Public Key:

Process Description File Naming Convention
Validate = To validate the certificate: N/A
Certificate

1. Verify the certificate chain;
2. Check the revocation status of the certificate chain. There
are two methods:
= Retrieve a Certificate Revocation List (CRL) or
= Send an Online Certificate Status Protocol (OCSP)
query to a CA designated responder

Encrypt the

After validating the certificate, use the public key from the FATCAEntityReceiverld_Key
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AES Key

recipient’s certificate to encrypt the AES 256 key.

The public key encryption uses the standard RSA algorithm.
While performing AES encryption, there are several settings
and options depending on the tool used. IRS recommended
settings should be used to maintain compatibility:

o Padding: PKCS#1 v1.5

o Key Size: 2048 bits

The encrypted file name is “FATCAEntityReceiverld_Key”.
“FATCAEnNtityReceiverld” is the 19-character of the recipient
of this AES key

Summary

FATCA reporting with one recipient will have two encrypted
files. The files are case sensitive and any variation in file
name or format will cause the transmission to fail:

Symmetric encryption - the AES 256 encrypted FATCA
XML file name is “FATCAEntitySenderld_Payload”

Asymmetric encryption - the public key encrypted AES 256
key file name is “FATCAEntityReceiverld_Key”

N/A

Table 14 — Process to encrypt an AES key with a public key.

Note: For most Fls and HCTAs, (e.g., Model 1 (Non-Reciprocal), Model 2 and non-IGA) the IRS is the only recipient.

Step 5 - Encrypt the AES Key — Model 1, Option 2

Under IGA, Model 1, Option 2, an Fl submits a FATCA XML file to IDES. The HCTA reviews and releases or denies the
file to the IRS. The HCTA and the IRS will decrypt the same FATCA XML file. The FI creates a duplicate of the original
AES 256 key. The duplicate AES 256 key is encrypted with the HCTA Public Key.

Encrypt AES Key — Model 1, Option 2:

Process

Description

File Naming Convention

Certificate

Validate

See Step 4 — Validate Certificate

Encrypt the
AES Key

After validating the certificate, use the public key from the
recipient’s certificate to encrypt the AES 256 key.

The encrypted file name should be
“FATCAENtityReceiverld_Key”. “FATCAEntityReceiverld”
is the 19-character GIIN of the recipient of this AES key

FATCAEnNtityReceiverld_Key

Encrypt the
AES Key

Encrypt the AES key with the public key of the approving
HCTA

The encrypted file name is “HCTAFATCAERtityld_Key”,
where “HCTAFATCAERtityld” is the GIIN of the HCTA
recipient of this AES key

HCTAFATCAENtityld_Key

Summary

FATCA reporting with two recipients should have three
encrypted files. The files are case sensitive and any
variation in file name or format will cause the transmission
to fail:

1. Symmetric encryption - the AES 256 encrypted FATCA

XML file name is “FATCAEntitySenderld_Payload”

2. Asymmetric encryption - the public key encrypted AES 256

N/A
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key file name is “FATCAEntityReceiverld_Key”

3. Asymmetric encryption - the public key encrypted AES 256
key file name is “HCTAFATCAERtityld_Key”

Table 15 — Process for a Model 1 Option 2 FI to encrypt an AES key.

Step 6 - Create Sender Metadata File

Users can create a sender metadata file to ensure that recipients accurately process FATCA XML files and notifications.
Notifications are responses sent by the IRS to an Fl or HCTA and state whether the file was processed correctly or
contained errors.

A template metadata file is available in XML format as part of the enrollment process. Fls and HCTAs can use the
template to create a metadata file to attach to the payload before uploading to IDES.

The FATCA Sender Metadata XML file is created using the FATCA Metadata XML Schema v1.0 and the file name is
“FATCAEnNtitySenderld_Metadata.xml.” All FATCA partners must provide the values for the elements in the sender
metadata file. For more information, review the FATCA Metadata XML Schema v1.0 User Guide.

Elements Length Description
FATCAEnNtitySenderld N/A FATCA partner that submits data
FATCAENtityReceiverld N/A FATCA partner receives data
FATCAEntCommunicationTypeCd N/A Indicates the transmission type

RPT = FATCA Report communication
NTF = FATCA Notification communication

SenderFileld 200 References the user provided transmission filename

FileCreateTs N/A References timestamp created by the sender
transmission

TaxYear 4 Indicates the tax year (YYYY format)
FileRevisionind 1 Indicates if this is a revised transmission
OriginallDESTransmissionld 32 IDES Transmission ID referencing an update to an

earlier transmission

Optional — Use only after IRS request

SenderContactEmailAddressTxt N/A Sender email address

Table 16 - Sender Metadata Schema summarizes each element.

Note: The sender metadata file is never encrypted because it is used to verify and route transmissions to the correct
recipient.
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Step 7 - Create a FATCA Data Packet

A file that is transmitted through IDES is known as a FATCA data packet or data packet. The data packet is an archive in
ZIP file format, and it should be created using one of the compatible data compression tools described in Table 3. IDES
only supports data packets in a .ZIP file format with a .zip file extension. The files are case sensitive and any variation in
the file name or format will cause the transmission to fail.

Data Packet File Archive:

Model 1, Option 2 (Only) All Others Models (1 and 2)

Attach 4 Files Attach 3 Files

= FATCAEntitySenderld_Metadata.xml = FATCAEntitySenderld_Metadata.xml
= FATCAEntityReceiverld_Key FATCAEntityReceiverld_Key

* HCTAFATCAEntityld_Key FATCAEntitySenderld_Payload

= FATCAEntitySenderld_Payload

Table 17 — Files contained in a transmission archive or data packet.

The file naming convention of data packet is composed of a Coordinated Universal Time (UTC) timestamp and the GIIN
of the sender (FATCAEntitySenderld) as:

UTC_FATCAEntitySenderld.zip
The timestamp format of the UTC is YYYYMMDDTHHMMSSmsZ where:

YYYY = 4-digit year

MM = 2-digit month

DD = 2-digit day

HH = 24-hour

MM = 2-digit minutes
SS = 2-digit seconds

ms = 3-digit milliseconds

For example, a sender with a FATCAEntitySenderld of “000000.00000.TA.<ISO>" that transmits a data packet on
January 15, 2015 at 16:30:45 can create a data packet named as:

20150115T163045123Z_000000.00000.TA.840.zip

Step 8 - Transmit Data Packet using IDES

After the archive is uploaded and transmitted, IDES sends an alert to the authorized user via email. The message
provides status information about the file upload. If the upload and IDES file checks are successful, IDES assigns a
unique “TransmissionID” in the email. If there is an error, the IDES alert provides an appropriate error code in the emalil
message.
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Receive an IRS Notification

A notification is a transmission archive or data packet that contains encrypted documents sent from the IRS to an Fl or
HCTA. When the IRS sends a notification, IDES sends an email to the authorized user stating that a file is ready for
download. Generally, a file will be available for 7 days. See Section 2.6 File Retention Policy for more information. The
email correspondence includes the file name of the “TransmissionID” in the original file. Notifications are prepared using
the same process and file components used to prepare the FATCA XML.

Users will need to download and unzip the notification message archive. IDES assigns each notification message a file
name similar to the FATCA data report, such as UTC_FATCAEntitySenderld.zip. Users can also process the elements
contained in the IRS natification.

Note: In a Natification Message, the FATCAEntitySenderld is the IRS and FATCAEntityReceiverld is either the HCTA or

FI.
Steps Process File Naming Convention

Validate the sender metadata file using the IRS FATCAEnNtitySenderld _Metadata.xml

L Sender Metadata schema.

) Use your private key to decrypt the FATCAENtityReceiverld_Key
FATCAEnNtityReceiverld_Key file HCTAFATCAENtityld_Key
Use the revealed AES key to decrypt the FATCAEnNtitySenderld_Payload

3. FATCAENtitySenderld_Payload.

4 Decompress the FATCAENtitySenderld_Payload.zip
R CAEntitySqerd_FRload zip FATCAENtitySenderld_Payload.xml
Validate “Enveloping” Digital Signature of the N/A

5 Notification XML file (the Payload).
Validate the Notification XML file using the IRS N/A

6. notification schema.

Table 18- Process to open a notification message archive.
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10.Access the IDES Gateway

10.1. Overview

The IDES Gateway is a web application that allows enrolled HCTAs and Fls to securely upload and download FATCA
data over the Internet using three methods:

e A manual process through a secure web browser at https://www.idesgateway.com.

e An automated process through SFTP for scheduled bulk file transmissions. See Section 11.7, Transmit a File
Using SFTP.

e Alink on the IDES Enrollment home page.

1. Connect to IDES using https://www.idesgateway.com

This system is restricted for use by Foreign Financial Institutions with a Foreign
Account Tax Compliance Act (FATCA) Registration and or governments with a Model
1 or Model 2 Intergovernmental Agreement. All access and activity on this system
may be logged, monitored and reviewed at any time. Unauthorized use of this
system is prohibited and subject to criminal and civil penalties.

M 1 accept

User ID:

Password:

Forgot Your Password?

Figure 80 - IDES Gateway Log In Screen.

2. The URL directs you to the IDES Log in screen. An authorized session begins.

Note: Only users that completed the enrollment process are authorized to access the system. For information on
enroliment, see IDES Enrollment section.

3. Select the | accept box.
4. In User ID, enter the username selected during the enrollment process.
a. Ifyou are an HCTA, type the user name provided by the IRS or contact your local Competent Authority for
more information.
5. In Password field, enter the password and click Accept and Log In to continue.

Note: The system automatically locks the IDES account after three unsuccessful login attempts.
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10.2. Reset Password

1. Ifthe login is unsuccessful after three attempts or you have forgotten your password, you may be required to
reset your password.

2. Onthe Log in screen, click Forgot Your Password? to go to IDES help desk support. If you fail to change your
password within 90 days, your account will be automatically deactivated.

10.3. Session Timeout

An IDES Gateway session will time out after 15 minutes of inactivity. Users will need to return to the Login Page to begin
a new session.

0 Your session has timed out. Go to: Login Page

Figure 81 - IDES Session Timeout message.

1. Select Login Page to enter a user name and password.

10.4. User Interface Overview

The following links and features make it easy to navigate the IDES Gateway. User access levels and allowable
transaction types will depend on IGA Model and the type of user. IDES automatically associates a user type and IGA
Model.
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Sy |~ IDES Gateway

Help Topics

* Upload Files

4 upload. | | & Download

[ Organize v Keyboard Shortcuts

~_ Inbox
| B40

~ __ Outhox
y B4

~ MAILBOX
Inbox
Drafts
Sent.

Manage Folders

~ MY COMPUTER

1DES Support

., Create A Directory

by size
3% cut by date
[ Paste
Properties

= Refresh

Figure 82 - IDES Gateway home screen.

User Interface
Upload Files/Remote:

Description

= Inbox Download files and notifications from IDES. Data packets can be
downloaded and saved to your computer hard drive.

=  Qutbox Upload a transmission archive or data packet to IDES. IDES only
accepts transmission archives with .zip extension.

= Pending Applies to countries under IGA Model 1, Option 2 HCTA only.

Upload Button

Transmits files from the Outbox to the receiver.
For example, select Upload to move files from the Outbox to the
receiver (U.S.).

Note: For Model 1, Option 2, Upload is disabled.

Download Button

Transmits files from the Inbox to the user’'s computer.
For example, select Download to move files from the Inbox to your
computer.

Mailbox:
= Inbox Messages are received and stored.
= Drafts Messages that have not yet been sent.
=  Sent Messages that have been sent.

= Manage Folders

Displays all mailbox options in the workspace.

My Computer

Provides access to your computer hard drive.

Workspace

View files and transmission status.

Organize Button

Functions such as cut, delete, and properties, which enable file
navigation and commands.

Help Menu

Access to online help, shortcuts, and the IDES help desk.

Preferences

Change a password and/or select the file transfer mode (Binary or
ASCII).
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Alert Preferences Select alerts and specify maximum number of alerts per day. The
default is all alerts.

Sort Sort files by name, kind, size, and date.

View View files by folder icons or by list.

Logout End the IDES Gateway session.

Table 19- IDES User Interface Overview.

DRAFT - FOR DISCUSSION PURPOSES ONLY 98



Z

10.5. Global Preferences

ISl R LR Notification preferences Logout
[ IDES Gateway ~ X

Upload Files Change your preferences

Global Preferences

Transfer Mode
’7@ Binary {Recommended)

() ASCII Text

~ MAILBOX

Change Password

Inbox

‘Current Password:
Drafts

Newr Password:
Sent

Confirm Password:

Manage Folders

~ MY COMPUTER

Figure 83 — Select global preferences.

1. On IDES Gateway home screen, select Preferences.
2. Under Transfer Mode, select Binary or ASCII Text.
Note: Binary mode is the recommend default.

To Change Password:

1. In Current Password, enter the current password.

2. In New Password, enter the new password and in Confirm Password, re-enter the new password.
3. Select Save.

Note: The same password will apply to both the enrollment site and IDES Gateway. Any changes to a user password
will automatically apply to both sites.

Expired Passwords: Use the Change Password option to update passwords. The IDES account will expire if you fail to
change the password every 90 days. The Change Password option cannot be used if the password has expired. To
update an expired password, go to the IDES Enrollment site or contact the IDES help desk. Note that users will use the
same password to access both the enroliment site and the IDES Gateway.
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10.6. Alert Preferences

0 | Return

User notifications Maximum notifications per day

M1 system availabiity

Failed transmissions
M File downloaded
™1 File available for

¥l File uploaded
M File approved
M File posted for review

M File rejected

Figure 84 — Set alert preferences

1. In User alerts, select or deselect the appropriate box.

2. In Maximum alerts per day, enter the maximum number of alerts to be received each day. If left blank, you will
receive all alerts.

3. Select Save, Preferences saved appears.

4. Select Return.

Note: Modifications to alert preferences will supersede alert preferences set during enrollment

11. Transmit a FATCA Report

11.1. IDES Transmission Archive

IDES only accepts transmission archives or data packets with the .zip extension. Most archives will contain a minimum of
3 or 4 files. Data packets that are not in zip. format will be automatically deleted. The sender will receive an alert that the
file has been deleted. Note that this alert, as well as other transmission-related alerts will be sent directly to the user that
transmitted the data, and will not be sent to all users enrolled under the Fl or HCTA. Alert details will be stored and may
be viewed by all authorized users via IDES Sentinel Reporting.

An Fl under a Model 1, Option 2 IGA does not transmit FATCA reporting data directly to IRS. The Fl uploads and
transmits files to their HCTA. The HCTA will download the files and approve or reject the transmission to the IRS. An
HCTA can only approve or reject files located in the pending folders, and cannot make any changes to the files. An HCTA
must upload files with a .zip and ‘accepted’ or ‘rejected’ extension. Any data packets that do not adhere to the file format
will be automatically deleted.
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11.2. IDES Transmission ID

An IDES Transmission ID is created when a data packet is transmitted to the IRS. The transmission ID is a unique 32
character-length number that identifies the transmission. This transmission ID will be included in both IDES system alerts
and notifications generated by the IRS. File transmission IDs for all transmissions can also be viewed through the IDES
Sentinel Web Monitoring (Sentinel) platform. The original transmission ID is an element in the metadata schema and can
help to monitor and track a specific message. For example: <ISO>F-weXu2uKAh-UjuL8VE6QPEN2I1JgX, represents the ID
for a file sent by an HCTA.

11.3. Retransmissions

Retransmissions are FATCA reports that have been revised and re-sent. The FATCA metadata file identifies the revision
with the <FileRevisionIind> element and recognizes the original transmission using the <OriginallDESTransmissionld>
element. The <OriginallDESTransmissionld> element helps IDES link the new transmission to the original transmission.

11.4. Folder Structure

The IDES folder directory structure is based on the 1ISO-3166 standard three-digit country code. Sub-directories are
automatically created based on the entity GIIN and/or ISO country code. Fl and HCTA administrators and end users have
the same access to the home directory and other folders. Each HCTA will have sub-folders under its country code folder.
For Model 1 Option 2, each Fl under the HCTA will be listed as a sub-folder under the country code folder.

Example: After HCTA login, the IDES Gateway home page shows access to two folders and subdirectories:

Inbox/840 (US) Files from the U.S./recipient available for download
Outbox/840 (US) Files to the U.S. or recipient available for upload
Pending/HCTA (ISO)* Files from FI are pending approval or rejection
Model 1, Option 2 If approved, then files are routed to the U.S.

If rejected, then files are automatically deleted

Table 20 — IDES Gateway folders and subdirectories.
Note: All users of the same entity (FI or HCTA) will have the same access rights, and can see transmissions made by

other users of the same Fl or HCTA. There are no shared folders between all IDES users, and no controls to stop users
from uploading files from the same entity.
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11.5. Transmit a File Using Web Ul

11.5.1. Upload a File

[ upload ] [ ownlond | [ Organize v

|£) Open

Lookin: | Dacuments M
(2] spache ymeter-2.11

3 Axway New Hire

828

23 oG Lab

] Edgesrandig

3 0egl0.0

i

il ame: |

Fies of Type: Al Files

Figure 85 - Select and upload files.

On the IDES Gateway home page, select the Outbox and click on folder 840.

Click Upload and a dialog box appears that allows you to select files.

Select the file(s) and click Open. The file transfer process begins.

View the Transfers Queue at the bottom of the screen. The files are then moved from the sender Outbox to the
receiver.

PwObdE
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(B0 Pause | [P Resume | | X Delete | View: [l -

1L12M8 gwXzp 10968 1/8/2015 14:54 767.05 K85

Fnished [ 2014120271649178342_000000.00000.TA.124.21p 394x8 1/8/2015 14:54

Fnished [ 2014120271619312722_000000.00000.TA.124.20 395K8 1/8/2015 14:54

$ & S

Fanished 1 2014111471538193352_000000.00000.TA.124.2p 47358 1/8/2015 14:54

Figure 86 - View file transfer status in Transfers Queue.

5. After the uploaded files are transmitted from the Outbox, the status appears at the bottom of the screen in the
Transfers Queue.

IDES Test Environment

_ IDES Gateway

(4 upioad Download | [ Organize v

l)hne

|] 2014120271619312722_000000.00000.TA.124.2ip.antvirus.scanning

1 Pause | | I Resume X Delete View: (m___ =]
Status  ob ¥ Direction v size ¥ Start Time ¥ speed v

Finished 7 2014120271619312722_000000.00000.TA. 124.2ip L 3.95K8 2/23/2015 14:42

Figure 87 - Temporary file and transfer status

6. In addition to the transfer queue status, a temporary file displays to confirm successful transfer. Uploads are
transmitted to the receiver.

7. The files are routed based on the sender and recipient elements defined in the unencrypted FATCA Metadata
XML file or file name<Sender>GIIN_Metdata.xml. The elements in the metadata schema
<FATCAEntitySenderld> and <FATCAReceiverld> identify the sender and receiver. See Create Sender Metadata
File for more information.
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11.5.2. Download a File

Recipients will receive an email alert when files are available to download. To select Alert Preferences settings, see
Chapter 10. Global Preferences.

Files available for download

- o pcierences |

- | 1DES Gateway

Uplad Fles
FEERILE EDawrload (L Organize v /5ot~ [ View
* 4N remate |Haue Permissions. Modified Size Kind
1] 840F1000RIIE0GUWEMIuH-DwenDZ2DCzip. read and vrite Today 09:32 AM 4KB 2P archive:
[l s40F2EIRSSBpPaimKHW200524an8dk.zip read and vrrite Jan 07, 2015 11:18 AM 418 1P archive
[ B40F7eXDAr6KGFDFLmIHKYPOMXS-4X.2ip read and write Today 09:44 AM 4K PP archive
(1 B40FarimgnafiASETu+phaktveT+1AsK.zip read and irite Jan 07, 2015 11:56 AM 4KB 2 srchive |=
I s4oFBUIUgIUCEVaMShz2GRCBCkjSX. Zip read and wirite Todsy 09:50 AM 4KB ZIP archive
T s40rraxvsotBwkaacoAZybeorra7Qx.2ip — read and virite Today 09:49 AM 4K ZIP archive
(1 s40Fkusvs-spajFasdiQazpsMIgMIZYX.2ip read and virite Jan 07, 2015 11:47 AM KB ZIP archive
1] B40FodSHITIQRFFII+3q 7wiZgiIRMMX.Zip read and virite Jan 07, 2015 12:05 AW KB 2P archive
11 s40FsrQGQHSzmizZMATaWXBIHBDSFVEK 2ip read and virite Jan 07, 2015 12:02 AM 4KB 21F archive
_t BAOFTFILSkwArm71t1999g +3xedPO<X.zip read and write Jan 07, 2015 11:51 AM 4K8 ZIF archive
remote / Inbax/ 840 ip, 4 KB items: 13, size: 54 KB
[ b Resume | % Delete | View: [Al
Status v ‘llll v | Direction ¥ Size ¥ Start Time ¥ Speed v ':
Paused _- B26FGQKIEDPXFIT 7ENIFPHNDXN]CowiX.2ip » 1.09 GB 1/8/2015 14:54 \f
Finished [0 2014120271648178342_000000.00000.TA.124.2ip =2 184K8 1/8/2015 14:54
Finished [0 2014120271615312722_00000.00000.TA.124.21p 2 395K8 1/8/2015 14354

Figure 88- IDES file download screen.

1. Onthe IDES Gateway main page, navigate to Inbox and click on 840 (United States) to view files available
for download.

4 Upload | | & Download | | Organize v —

B o (elsove p——

o . | Modiied I

11 21410317192144422_000000.00000.TA.840.2p ] ol SENE rm and write Todoy 01:57 PM
& OSDisk (C:)

S DVDRW Drive (D)
& erferrer (laxway.intwsers\PHX) (U:)

File Name: }ouwzﬂwzuuzz,nomo 00000 TA 840 2ip
Files of Type: |All Fles.

. Transfers Queue i

X Delete

' status 'I)ob * | pirection v sze ¥ Start Time
Finished [ 20141031T182144422_000000.00000.TA.124.2p 2 19.56 KB 11/6/2014 13:50
Finished [ 201410317192124422_000000.00000.TA.124.2ip L4 19.56 K8 11/6/2014 13:50
Finished | 20141031T19211442Z_000000.00000.TA.124.Zip <D 19.56 KB 11/6/2014 13:50

Figure 89 — Save a file.
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Select the file and click Download.

Drag and drop the file to hard drives listed under the My Computer section, or right click the filename and select
Save As.
View Transfers Queue at the bottom of the screen to show the file status. The files have been moved from the

Inbox to the hard drive.

11.6. Model 1, Option 2 HCTA

Fls under Model 1, Option 2 may only transmit files to their HCTA. After logging in, the Fl should follow normal procedures
to upload and transmit files to their HCTA. Once a file is transmitted, the HCTA will receive an IDES alert indicating that
files are available in the HCTA’s Pending folder for download and review. Once reviewed, HCTAs should rename the files
as either “.accepted” or “.rejected” and upload the files to the US.

Fl upload a file:

1
2.
3.
4

On the IDES Gateway home page, select the Outbox and click on folder 840.

Click Upload and a dialog box appears that allows you to select one or many files.

Select the file(s) and click Open. The file transfer process begins.

View the Transfers Queue at the bottom of the screen. The files are then moved from the sender Outbox to the
pending folder for retrieval by the HCTA.

HCTA download and verify a file:

1.

2.

On the IDES Gateway home page, select the Inbox and click on folder Pending. The folder displays a list of files

available for download.

The HCTA file transfer screen displays three folders and subdirectories:

a. Inbox: Files from the US are available for download

b. Outbox: Files to the US (840) may be uploaded

c. Pending: Files from an Fl are available for download. An HCTA cannot upload files to the Pending folder.
Files from the Pending folder are renamed with the file extension of “.accepted” or “.rejected”.

4 Upload | - | Organize v
Inbon: Outhax pending

Figure 90 - Model 1 Option 2 Folder Structure
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[ 200430317 112134422_APCTIV 00003 ME.702:7p
[ 300430317 172134422_APCTIN D000 ME 7022
I ouicaimizaizeez_ascror.oen M.z zp

1! 201410317 142124422 APCTEV.00003.ME. 702,20

Today 03:19 FM
Today 03:20 P
Todey 03:18 PM

Today 03:20 PM

Figure 91 - IDES Pending status folder.

3. Select a file and click Download or drag and drop the file to your computer

determine whether to approve or reject.

| SecureTransport

. The HCTA will review the files to

4 Upload | | L Download | || Organize v

Permissions

LE 20141031T11212442Z7 APCTKV.00003.ME.702.2"

.l__ Open
3] 20141031T122124422_APCTKV.00003.ME.702.21 @ Unlozd files

& Download
1) 20141031T132124422_APCTKV.00003.ME.702.71

#& cut
1] 20141031T142124427_APCTKV.00003.ME.702.2  Delete

] Rename

[ eroperties

Modified

read and write

read and write

read and write

read and write

Tot

To

To

Figure 92 — IDES file options.

4. After the files are reviewed, select the file and right click, then select Rename. An HCTA may only rename and

5.

variation in name, extension or format may cause a transmission failure.

After a file is renamed:
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transmit an archive or data packet. An HCTA cannot upload files to the Pending folder.
Rename a file as either filename.zip.accepted or filename.zip.rejected. The filenames are case sensitive and any

If the file is approved, the file is routed to the US (840) and alerts/notifications are distributed
If the file is rejected, the file is automatically deleted and alerts/notification are distributed
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|~ SecureTransport

[? Upload l [& Download ] | Organize ¥

Hame Permissions Modified

_i_ 20141031T112124427_APCTKV.00003.ME.702.zip.approved read and write
L 20141031T122124427_APCTKV.00003.ME.702.zip.approved read and write
i 20141031T132124427_APCTKV.00003.ME.702.zip.rejected read and write

i 20141031T142124427_APCTKV.00003.ME.702.zip.approved read and write

Figure 93 - IDES rename file options.

9. Approved files should be sent to the IRS and rejected files are automatically deleted.

Note: IDES only accepts .zip files with .accepted or .rejected file extensions. Files in pending status after seven (7) days
will be automatically rejected and/or deleted.

Step Description
1 User connects to IDES and uploads a .zip transmission archive or data packet into the Outbox 840 or
' 702.

The transmission is routed to a «Pending» folder in the HCTA account based on the HCTA IGA
Model and data elements in the unencrypted FATCA metadata. The transmission is renamed using

2. the IDES unique Transmission ID as the file name.
An approver (HCTA user account) downloads the file from the «Pending» folder and reviews the file.
3. The HCTA has 7 days to review the files. All files in the Pending folder exceeding 7 days will be
deleted.

The approver (HCTA user account) renames the file to either <filename>.approved or
4. <filename>.rejected. IDES files that do not match the format will be automatically rejected and
deleted from the system.

5. The files matching pattern *.rejected are pulled from the system and deleted.
The files matching the *.approved are routed according to their destination to the US. (3 first
6. characters of the file name).

If a file remains in the «Pending» folder and is not renamed either to <filename>.approved or
7. <filename>.rejected for 7 days, it will be automatically rejected. IDES runs a scheduled process to
automatically rename such files to <filename>.rejected

Table 21 — Summary description of IDES reporting process for Model 1 Option 2 HCTASs.
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11.7. Transmit a File Using SFTP

The IDES SFTP Server provides users with secure access to manage and transfer files between hosts over a network.
IDES SFTP authenticates using your username and password. The DNS name must be used for the connection.

The SFTP connection methods shown provide a general overview of the process. You may have a different SFTP
configuration and operating system. Please use one of the recommended SSH Client tools. Depending on the
configuration, your organization may need to adjust network confirmation (firewall) settings to provide connectivity.
Contact your information technology specialist for assistance with accessing IDES using SFTP.

o, WinSCP Login E E
S.essicun —Seszion
Stnred TEEZIONE File protocol:
E.mflrcunment
i Directaries I SFTP j
55H
Hozt name: Fort number:
Preferences —
Iwww.idesgateway.cu:um 4022 =
Uszer name: Pazzwaord:
IcanadaDZ I
Frivate key file:

Select colaor

[T Advanced oplions

About... Languages Ladin Save. . | v| Cloze

Figure 94 - Sample SFTP connection.

11.8. Connectto IDES SFTP using Windows Secure Copy (WIinSCP):

1. Open your SFTP client. Your SFTP client may have different settings than the one shown as an example.
2. In SFTP Host name, enter https://www.idesgateway.com
a. Port: 4022
b. External IP address:
+ 54.172.126.52
+ 54.172.215.70
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In User name, enter the user name selected during the enrollment process.
a. If HCTA, type the user name provided by the IRS or contact your local Competent Authority for more
information.

4. In Password, enter your password and click Login.
Warning

A

The zerver's host kep was nat found in the cache. “ou have no guarantee that the server iz the computer you think it is.

The server's rza2 key fingerprint iz
gzherza 2048 cdff 00 0eel e abedichioe afc1:11 67 c4:51

[f wout trust thiz host, preszs Yes. To connect without adding host key ta the cache, prezz Mo, To abandon the connection prezs Cancel,

Continue connecting and add hozt key to the cache?

Ha Cancel Copy ke Help

Figure 95- SFTP Warning Dialog.

5. You may be prompted with a Warning message about the server’'s secure key.
6. Click Yes to accept the key and continue.

Size | Type Changed Attt | Mame & Ext Size | Changed Rights Cwner

Parent directory 10§14/2014 $:3%:4,., . 12010/2014 1:58:0...  panssr-xr-x 20000
File Folder 10§14/2014 4:3%:4,., sh . Inbox 120812014 10:33:0...  pansr-xr-x 20000
=My Pictures File Folder 10§14/2014 4:3%:4,., sh . Outbos 120812014 10:33:0...  pansr-xr-x 20000
B 1y Yideos File Folder 10§14/2014 4:3%:4,., sh
k| deskbop.ini 402 B Configuration s...  10J14/2014 4:3%:4,.,  ash

Ci\Users|eferrer|Documents

Mame =  Ext Size | Type Changed Aktr | Mame = Ext Size | Changed Rights Cner
. Parent directary 10/14/2014 4:3::4... r B 12/10/2014 1:58:0..,  rencr-xr-x 20000
W My Music File Falder 10/14/2014 4:3:4... sh
=y Pictures File Falder 10/14/2014 4:3:4... sh
8 My Videos File: Falder 10f14/2014 4:3::4,., sh
o | deskkop.ini 402 B Configuration s...  10/14/2014 4:3%:4... ash

Figure 96 — SFTP Connection.

7. You will see your local computer directories on the left pane and the IDES home folders and subfolders in the
right pane. See Folder Structure, for more information.

= Navigate to Inbox/840 to download files from the US.
= Navigate to Outbox/840 to upload files to the US.

8. Important note about SSH transfers: Do not attempt to upload a file using a temporary file name and then rename
the file. Some tools attempt to rename files automatically.
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Note: IDES SFTP supports password authentication. You will generate a SSH key pair, install the private key in the
client software certificate store, and upload the public key to a special folder in your SFTP utility user account. The
IDES account will expire if you fail to change the password every 90 days. To update an expired password, go to the
IDES Enrollment site or contact IDES help desk support.

12. Alerts

12.1. Overview

IDES issues email alerts via unsecured, plain-text email to all users based on user preference settings. The IDES Alert
contains information about the transmission processing and does not contain any personally identifiable information. IDES
Alerts are sent to both the sender and receiver immediately after the transmission is processed in IDES. All transmissions
are scanned for virus, encryption, and mandatory elements in the metadata XML file. If a transmission fails the validation
checks, the transmission will be deleted. The sender receives an IDES Alert email and is required to resubmit the
transmission for processing. The history of all alerts is available online in Sentinel and can be viewed through a secure

web browser.

HCTA or FFI User IDES

Send file: UTC_<SenderGIIN>.zip

-

File: UTC_<SenderGIIN>.zip uploaded into User Outbox

AlertTypeCd=DL
AlertReasonCd=RC002
AlertRecipientTypeCd=CS

AlertTypeCd=DL
AlertReasonCd=RC003
AlertRecipientTypeCd=CS

AlertTypeCd=DL
AlertReasonCd=RC004
AlertRecipientTypeCd=CS

AlertTypeCd=SA
AlertReasonCd=RC001
AlertRecipientTypeCd=CS

A

.

Check file for viruses

v

—

File deleted ‘ ‘

y

Check file encryption

v

A

File deleted ‘ ‘

y

Check Metadata schema

v

A

File deleted ‘ ‘

y

Route the file to destination Inbox folder

v

[ ] File available for

A

| download

-

Figure 97 — IDES Alert flow chart for transmission uploads.
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12.2. Receive Alerts

See Alert Preferences, for more information on configuring IDES Alerts.

The IDES Alert email message will come from a unique address: alerts@idesgateway.com. The message contains the
following:

IDES unique transmission 1D

User-specified file name/ID

User-specified sending application timestamp
From (Sender)

To (Receiver)

Message Type (payload type)

Sending Date/Time Timestamp

Alert Date/Time Timestamp

Alert Code (transmission status)

From: alerts@idesgateway.com
To: Receiver email address

Subject: IDES — Alert for a Transmission

IDES Alert

RETURNCODE RCOO7

RETURNMESSAGE DL

COMMENTACK File expired without being downloaded.
FILESIZE 4
IDESTRANSID 840FoN+YkLIChnapMQnNQArAhKY fuy UX
FATCASENDERID |000000.00000.TA. 840
FATCARECEIVERID|D00000.00000.TA. 124

MSGTYPE NTF

SEMDERFILEID 10

SEMDERFILETS  [2014-12-15T19:48:05.0052

ALERTTS 2014-12-18T19:58:362

Figure 98 - Sample IDES Alert e-mail message.

Note: If a transmission fails processing, it will be automatically deleted. When a transmission fails to upload, only partial
elements are available in the alert message because the metadata file could not be processed. The transmission archive
must be corrected and resubmitted.
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13.IDES Reports

13.1. IDES Sentinel Web Monitoring

IDES Sentinel Web Monitoring provides monitoring and reporting for all transmissions on a record-by-record basis.
Sentinel will correlate the events and store multiple data records that describe the end-to-end flow of every file
transferred using IDES. Users will be able to search, filter, aggregate, and view this data. Sentinel’'s monitoring features
allow the user to:

= Execute and filter predefined queries based on specific parameters.
= Retrieve historical information about alerts and notifications.

Note: All users enrolled with IDES can access Sentinel. Fl and HCTA users can view the alert history of all uploaded files
and notifications that pertain to their entity only.

13.2. System Timeout
A session expires after 15 minutes of inactivity. When a session expires, the login window will appear.

13.3. Transmission and Alert History

On a monthly basis, alerts, notifications, and reports will be stored in an electronic file format such as CSV or PDF. Alerts
will be available online for 90 days and then archived. An FFI or HCTA with various end users can only view the alert
history of files and natifications that pertain to their entity. If you need assistance retrieving historical account information,
contact IDES help desk support.

An advanced filter will be available only to search the alerts based on the following attributes and parameters.

K IDES Sentinel Monitoring

MONITORING

All sagrches > List of Al Reoort Alerts

b

PARAMETERS

w
3
£
g
EEEEE

[ Execute J

Figure 99 - IDES Sentinel search parameters.

Search parameters:

From: Defaults to the GIIN of the current logged in user
To Recipient

Transmission Type

Alert Code

User-File name
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= User-Transmission Date and Time

K IDES Sentinel Monitoring

List of All Report Alerts ¢ |, To Becipient= % & 2. Transmission Type = % & 3. AlertCode = % & 4. Pile MName= % & 5. Transmission Date and Time = %%
v ] & « W
) IDES_SEMDDATETIME IDES_TRAMEMISSIONID RETURNCODE ALERTMESSALGE  TRANSHMISSIONTYPE
O |zo24-12-0aTage2Ti002 12 AFITE x4 JWnHhWEdd-& nd-AW] aTOAgY File Expirad Aftar 7 Day oL RET
L |[2014-12-00T0Zi 281102 124 nad V09 G4ploP Ta File Expired After 7 Days oL RET
|| ISTI N 44192 124F0BhEr+SyrnbOpfan kORiLk sdbuck Raceivar Downlosdad ET

Figure 100 - IDES Sentinel monitoring search results.

The query returns a table with the following attributes:

IDES Sending Date/Time: The UTC timestamp.

IDES Transmission ID: May be used to retransmit a message.

Alert Code: The reason for the alert or notification.

Alert Message: The IDES Alert message code. See Appendix E: Types of Alerts for more information.
Transmission Type: The transmission type stated as RPT or NFT.

13.4. Retrieve Reports

[
€« € [Jsentwbd-01.ppr.irs-ides na.axway cloud: 5080/ SertinellMonitoring/Sentinelvionitoring/ Qe =

Password:

Copyright © 2014 IDES

K IDES Sentinel Monitoring

Figure 101 - IDES Sentinel Monitoring Log In.

13.5. Connect to IDES Sentinel Monitoring using web browser:

1. Open the IDES Sentinel Monitoring home page. The Disclaimer screen displays, click OK to continue. An
authorized session begins.
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Note: Only users that have completed the enrollment process are authorized to access the system.
2. In User ID, enter the username selected during the enrollment process.
a. If HCTA, type the username provided by the IRS or contact your local Competent Authority for more
information.
3. InPassword, enter the password and click Log In to continue to the IDES Sentinel Monitoring home page.

Tabs

Settings

& - C  [Usentwbd-01.pprirs-ides na.axway cloud, S020/Sentine Monitoring/SentineMonitoring

Kl IDES Sentinel Monitoring

MONITORING

Recant searches

[= IDES_wisibility
List of All Report Alerts

List of Transmission Uploads

Report Selection Options Figure 102 - IDES Sentinel Monitoring home page.

13.6. Search Alerts and Transmissions

1. Click the Monitoring button, select from the tab of Available searches (default) or Recent Searches.
2. Select the search:

a. List of All Report Alerts

b. List of Transmission Uploads
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I Monitoring | 1DES x

& & C [ sent-wbd-01ppr re-ides na.axway. cloud: 8080/ SentinelManitoring/Sentinel Monitoring/

& canada v

FIE |DES Sentinel Monitoring

PARAMETERS

Select 2 value for =ach given parameter then dick "Execute”,

1. Te Recpient?

2. Transmission Type 7

3. Alercade 7

4. File Name?

5. Transmizsion Date and Time ?

]
| EEEERE

Figure 103 - IDES Sentinel Monitoring parameters.

3. The Parameters tab appears and shows a selection:
= To Recipient
= Transmission Type
= Alert Code
= File Name
= Transmission Date and Time

Enter a value for one or many parameters, or leave the fields blank to see all records.

Click ﬂ to browse the list of possible values.
Click Execute to begin the search.

oo

[ Monicoring | IDES ire-ides Ppr ApiGateway admin wadm1 (-01460ce1)

= C [ sent-wbd-01.ppr.irs-ides.na.axway cloud: S0S0/SentinelMori tor ing/Sentinel Monitoring/

KU IDES Sentinel Monitoring

MONITORING SETTINGS

& canada v

List of All Report Alerts : 1. To Recipient= % & 2. T ion Type = % & 3. AlertCode = % & 4. File Name= % & 5. i Date and Time = %
67 results | Last updated: 16:07:22
— ~ 3 o g S|[E= &R Page1ofs )

[ | mes._ TuE 10ES RETURNCODE ALERTMESSAGE | TRANSMISSIONTYPE
[ [zot4-22-0aT1s:27.012 124 FITER 41 nHRWKAd-6n 4-AWTTDAGH File Expired After 7 Days oL RPT [+
[ |z014-12-01702:28:102 124FEansdYefX00G4p0aRT aZ380-0Yex File Expired After 7 Days oL RET
[] [2o14-22-05723 841192 124FDIShI+CymbQRFENkORILEdMUCK sa. ReT
[ |2014-12-04722:35:592 124F 90D hx LFSCLBREHQYDfC- SEesX sa RPT
[ |2014-12-04T22,15:332 1 24F5b7 96 LurotF 2M GzAUK IRFZNIWGH 5a RPT
[ [2014-12-04T22:12,252 1 24F KRS EEE LW HmM TGN KSR - 0k e Uploaded e RPT
[ |2014-11-25723:36:352 124 F SV IBNESS anlMfy ZINRKLa Db File Expired After 7 Days oL RET N
[] [zo14-21-25723:36:582 124 F 25V HLNNG M KKC EK-LIMQR T FAX File Expirad Aftar 7 Days oL ReT
[ |2014-11-25723:36:5¢62 124 FLjp SKKFBUOFRE bk vk 25vdanOPEX File Expired After 7 Days oL RPT
[ |2014-11-25723:36:572 124 FMXMp 9sx W Ex g6 3UCZRERUMHIRYEER File Expived After 7 Days oL RPT
[ [eo14-11-25T23:26572 1.24FkHNALS % LMMYFnnDEQMYvneYIadoK File Expired After 7 Days oL RPT
[ [2014-11-25723:36:582 124F- THOZHIAGS HXESUS KK TS FTBIX File Expired After 7 Days oL RET
[ |z014-11-25723:36:582 124 FHMsy +0CHBDC04B 2BIE avZaxs I File Expired After 7 Days oL RET
[] [z014-21-25723:36:562 124 FND 13 Op VT cq7eWHUYLIR S35 7R MK Fila Expirad Aftar 7 Days oL ReT 4

Pageiafa V)

»

Figure 104 - IDES Sentinel Monitoring search results.
File level controls

13.7. View Search Results

1. Inthe Results tab, select a search result and click the 2 icon to view details.
2. The detailed information appears on the right of the search results table.

Page Navigation

Refresh

Options

3. Toreturn to the search results without displaying the detailed information, unselect the current search result.
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4. If the search results extend over more than one page, use the following navigation features:
E To display the next page

|:| To display the previous page
» To display the last page

E To display the first page

13.8. Save Report

IDES Sentinel Reports can be saved in many formats. The report generation will help users organize and monitor
transmissions.

Figure 105 - IDES Sentinel Report Generator.

1.
2.
3.
4,

Select the report to save and click the box to the left of the Report Name.

Click the Generate Report & icon.

A Report generation dialog box appears. The dialog box has three tabs, General, Advanced, and Parameters.

On the General Tab, select the following:
a.Pages to print: Select radio button for all pages or enter the page range.
b.Report template options: Click dropdown box and select Basic or Advanced.
c.Report format: Select radio button for PDF, HTML, XLS, CSV or XML.

5. Click one of the following options:

a. Preview: Preview the report in the selected report format.

b. Generate Report: Create a report

c. Cancel: Cancel your selections.
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13.9. View Available Reports

IDES Sentinel Monitoring will also include a set of predefined reports that will be available to all authorized users of a
given Fl or HCTA.

Report / Query Description

List of All Report Alerts Shows all alerts for the FI or HCTA.

. . . Shows all failed uploads and downloads for the
List of Failed Transmissions El or HCTA.
List of File Transmission Not Shows all expired file uploads for the FI or
Downloaded Within 7 Days HCTA.

. N Lists all successful downloads for the Fl or
List of Transmission Downloads

HCTA.

List of Transmission Uploads Lists all successful uploads for the Fl or HCTA.

List of File Transmissions To Be Shows all file uploads for the FI that are waiting
Reviewed (Model 1 Option 2 only) for the HCTA to review.

Table 22 — IDES Sentinel Reports
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Appendix A: Acronyms

Acronym Definition

7

AES Advanced Encryption Standard

CA Certificate Authority

CRL Certificate Revocation List

DER Distinguished Encoding Rules
FATCA Foreign Account Tax Compliance Act
FCPA Federal Common Policy Root CA
FFI Foreign Financial Institution

Fl Financial Institution

FTP File Transfer Protocol

GIIN Global Intermediary Identification Number
HCTA Host Country Tax Authority

HTTPS Hypertext Transfer Protocol Secure
IDES International Data Exchange Service
IGA Intergovernmental Agreement

IRS Internal Revenue Service

NFFE Non-Financial Foreign Entity

NTF Notification Communication

OCsP Online Certificate Status Protocol
PEM Privacy Enhanced eMalil

PKI Public Key Infrastructure

PMO Project Management Office

RPT FATCA Report Communication

RSA Rivest, Shamir and Adleman
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SFTP Secure File Transfer Protocol

SSH Secure Shell

TFI Territory Financial Institution

TIEA Tax Information Exchange Agreement
TLS Transport Layer Security

USWA United States Withholding Agents
uTC Coordinated Universal Time

XML Extensible Markup Language

Table 23 — Table of acronyms used in this document.
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Appendix B: File Naming Convention

File Name Description Associated
IGA Group
FATCAEnRtitySenderld_Payload Encrypted payload using a randomly generated | All

one-time use key (preference: AES-256)

FATCAEnNtityReceiverld_Key Key encrypted using the receiver public key All

HCTAFATCAEnRtityld_Key Key encrypted using HCTA public key Modell
Option 2

FATCAENtitySenderld_Metadata.xml| FATCA Metadata to ensure that recipients N/A

properly process FATCA XML reports. FATCA
Metadata XSD will be published on the IRS
website

Note: A text version of the FATCA metadata
SenderGIIN_Metadata.txt will be accepted for
partners not familiar with xml.

UTC_FATCAEntitySenderld.zip N/A N/A

Table 24 — IDES file naming conventions.
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Appendix C: Certificate Upload Error Messages

Status Description

CtINotSignatureValid

Specifies that the certificate trust list (CTL) contains an invalid signature.

CtINotTimeValid

Specifies that the certificate trust list (CTL) is not valid because of an invalid
time value, such as one that indicates that the CTL has expired.

CtINotValidForUsage

Specifies that the certificate trust list (CTL) is not valid for this use.

Cyclic

Specifies that the X509 chain could not be built.

HasExcludedNameConstraint

Specifies that the X509 chain is invalid because a certificate has excluded a
name constraint.

HasNotDefinedNameConstraint

Specifies that the certificate has an undefined name constraint.

HasNotPermittedNameConstraint

Specifies that the certificate has an impermissible name constraint.

HasNotSupportedNameConstraint

Specifies that the certificate does not have a supported name constraint or
has a name constraint that is unsupported.

InvalidBasicConstraints

Specifies that the X509 chain is invalid due to invalid basic constraints.

InvalidExtension

Specifies that the X509 chain is invalid due to an invalid extension.

InvalidNameConstraints

Specifies that the X509 chain is invalid due to invalid name constraints.

InvalidPolicyConstraints

Specifies that the X509 chain is invalid due to invalid policy constraints.

NoError

Specifies that the X509 chain has no errors.

NolssuanceChainPolicy

Specifies that there is no certificate policy extension in the certificate. This
error would occur if a group policy has specified that all certificates must have
a certificate policy.

NotSignatureValid

Specifies that the X509 chain is invalid due to an invalid certificate signature.

NotTimeNested

Deprecated. Specifies that the CA (certificate authority) certificate and the
issued certificate have validity periods that are not nested. For example, the
CA cert can be valid from January 1 to December 1 and the issued certificate
from January 2 to December 2, which would mean the validity periods are not
nested.

NotTimeValid

Specifies that the X509 chain is not valid due to an invalid time value, such as
a value that indicates an expired certificate.
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NotValidForUsage Specifies that the key usage is not valid.

OfflineRevocation Specifies that the online certificate revocation list (CRL) the X509 chain relies
on is currently offline.

PartialChain Specifies that the X509 chain could not be built up to the root certificate.

RevocationStatusUnknown Specifies that it is not possible to determine whether the certificate has been
revoked. This can be due to the certificate revocation list (CRL) being offline
or unavailable.

Revoked Specifies that the X509 chain is invalid due to a revoked certificate.

UntrustedRoot Specifies that the X509 chain is invalid due to an untrusted root certificate.

Table 25 — IDES Certificate Upload Error Messages.
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Appendix D: HCTA FATCA Entity ID Composition

A Global Intermediary Identification Number or GIIN is issued to Fls and direct reporting NFFESs to identify themselves to

7

withholding agents and tax administrations for FATCA reporting.

The GIIN is a 19-character identification number that is a composite of several other identifiers.

In lieu of a GIIN, HCTAs will be issued an HCTA FATCA Entity ID. The HCTA FATCA Entity ID represents each country

under an IGA and contains the following identifiers:

Format: 000000.00000.TA .<ISO>

Characters Position Description
000000 1-6 N/a
Separator 1 7 Period =.
00000 8-12 N/A
Separator 2 13 Period =.
TA 14-15 HCTA = Tax Authority
Category Code
Separator 3 16 Period =.
XXX 17-19 Numeric ISO 3166-1 numeric standard country code of

Country Identifier

the Tax Authority

Table 26 — IDES HCTA FATCA Entity ID composition.
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Appendix E: Types of Alerts

This list provides an overview of the IDES alert codes generated after a transmission archive has been submitted using
IDES. If a transmission is deleted, the data was not received by the IRS. Review the alert code, correct the transmission

archive, and retransmit.

Transmission
uploaded
successfully

Type

SA

Code

RCO001

Reason

Successful upload (including all IDES
validation checks)

To
Sender

RC029

Successful upload (including all IDES
validation checks), waiting for HCTA
approval

RC023

Successful upload and approved by the
HCTA (Model 1 Option 2)

Transmission deleted

DL

RC002

Failed virus check in IDES

RCO003

Failed encryption check in IDES

RCO004

Failed FATCA Metadata schema check in
IDES

X [X|X]| X

RCO005

Transmission is rejected by its own HCTA
(Model 1 Option 2)

x

RCO006

No actions from its own HCTA,
transmission expired after 7 days (Model 1
Option 2)

RCO007

Transmission ready for receiver to
download, but expired after seven (7)
days

X

RC008

Invalid Sender GIIN

RC009

Invalid Receiver GIIN

RCO010

Sender not authorized for the Receiver

RCO11

Receiver not authorized for the Sender

RCO012

Sender GIIN does not match the payload
or metadata

RCO013

Receiver GIIN does not match the key

RCO014

Payload missing

RCO015

Key missing

RCO016

Approving HCTA key missing (Model 1
Option 2)

RCO018

Package filename error

RCO019

Metadata missing

RC020

Invalid certificate

RC025

Invalid zip package file

RC026

Too many files in package

RCO027

Zip package contains a folder

RC028

Invalid approving HCTA key name (Model
1 Option 2)

XPXXX XXX X XXX XX [X[X]|X

Transmission
available for
download

RD

RC021

Available for receiver to download

RC022

Available for HCTA review (Model 1
Option 2)

Transmission
downloaded

SA

RCO024

Downloaded by the receiver

Table 27 — Types of Alerts.
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